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General Precavutions

Materials testing systems are potentially hazardous.

Materials testing involves inherent hazards from high forces, rapid motions, and stored energy.
You must be aware of all moving and operating components that are potentially hazardous,
particularly the actuator in a servohydraulic testing system or the moving crosshead in an
electromechanical testing system.

Whenever you consider that safety is compromised, press the Emergency Stop button to stop the
test and isolate the testing system from hydraulic or electrical power.

Carefully read all relevant manuals and observe all warnings and cautions. The term Warning is
used when a hazard may lead to injury or death. The term Caution is used when a hazard may
lead to damaged equipment or loss of data.

Ensure that the test setup, test execution, materials, assemblies, and structures constitute no
hazard to yourself or others. Make full use of all mechanical and software limits. These enable
you to prevent movement of the actuator or moving crosshead beyond desired regions of
operation.

The following pages detail various general warnings that you must heed at all times while using
materials testing equipment. You will find more specific warnings and cautions in the text
whenever a potential hazard exists.

Your best safety precautions are to gain a thorough understanding of the equipment by reading
your instruction manuals.
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Chapter 1
Introduction

Important Infformation about This Manual

This manual is relevant to Bluehill Universal® running on the following testing systems:

6800 Systems
3400 Systems
5900 Systems
5500A Systems
5500 Systems
3300 Systems
DX Systems

KN Systems

LX Systems

RD Testing Systems
SF Systems
Torsion Systems
8800 Systems
88MT Systems

ElectroPuls Systems

It is important to understand that the above testing frames all provide a standard controllerand
conditioner card configuration that enables the connection of transducers in a more

simplified process than earlier testing systems.



Chapter: Introduction

Overview

Instron’s Bluehill Universal® software was developed to run on an array of Instron testing
instruments. This manual was developed to provide a more detailed explanation of advanced
features of the software. Each chapter within the manual addresses a separate topic and can be
reviewed individually or grouped to cover the necessary topics. Topics covered in this manual
include:

e Connecting and Configuring Transducers
e Measurements

e Expression Builder

e TestProfiler

o Traceability (local)

e Bluehill Central

As it is not possible to discuss each users need the manual will provide a detailed overview of the
capabilities of the testing system using general examples of how each section can be applied to
the users need.

Connecting and Configuring Transducers

Standard testing systems provide the user with transducers that measure displacement, force
and as an option strain. Many users have the need to connect additional transducers. The 5900
testing system and Bluehill software streamline this process. Your software allows you to
configure most any transducer by selecting units, defining limits and calibrating the device. This
chapter will demonstrate how to connect and configure these devices as well as the options that
a user must consider when determining how to connect a transducer.

Measurements

Within the Bluehill Universal application measurements provide data that is available for test
control, graphing and analysis. A Physical Measurement is data from a transducer that is
connected to the testing system and a Virtual Measurement provides data that is calculated
using a mathematical expression. This manual will explain these measurements and show how to
create them.

Expression Builder

The Expression Builder is a tool that enables, in various forms, the user to create custom
calculations, virtual measurements and logical expressions that can evaluate specific values. It is
integrated into the software to calculate the value of any expression, provided the formula is
comprised of predefined values and follows standard algebraic rules. The user can then utilize
this function to calculate results, define test rates or identify a domain in which a calculation is to
be performed.

2 M18-17147-EN



Test Profiler
TestProfiler is an optional feature in the software that requires a unique key code.

In the Test Control > Test section of a TestProfiler method, you can create a customized test
sequence that defines the behavior and actions of the testing system during a test. The test
sequence is comprised of a series of steps. Each step specifies the control parameters, data
acquisition criteria, and a combination of events and actions. Every step includes a step
completion event where you can specify the next step in the test sequence. The system performs
the test sequence in the order specified in the Step completion event for each step.

Traceability (local)
Traceability is an optional feature in the software that is only available if purchased.

Traceability creates an audit trail that provides a chronological record of activity made to your test
methods and sample files. Most activities completed in the software are saved to an audit trail
database with a date and time stamp. Documenting the sequence of activities ensures that your
testing processes remain consistent and reliable over time, thus maintaining a high level of data
integrity.

The Traceability feature has two components:

* An audit trail database that maintains a history documenting the changes, actions, and reviews
done on a Bluehill system.

*Signature requirements to document who has performed an action or changed a file. Signature
requirements can also be used as a review process to ensure any changes to a file are reviewed
and validated.

Bluehill Central

Bluehill Central is an application that provides access to the Bluehill Server from testing systems
and other workstations on your company network. It is a laboratory management application that
creates a network of testing systems to share information from a central server. Bluehill Central
streamlines laboratory management in that changes are implemented centrally and made
available to all connected testing systems and Bluehill Central workstations.

Bluehill Server is an external server that manages the various databases where the system files
(method and sample files), testing data and audit trail history are stored. Information is organized
by teams. You must be a member of the team to access the information saved for that team. Your
security permissions for a team may further limit the level of access to the team’s information. The
team settings are managed from the Bluehill Central application.

Product Support: www.instron.com 3
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Chapter 2
Connecting and Configuring Transducers

Infroduction

Transducers are sensors that generate an electrical signal that can be input into your
mechanicaltesting system. A basic electromechanical testing system has two
transducers, one that measures movement within the test space and one that measures
force exerted. The movement of the crosshead is measured by either an optical encoder
or a Linear Voltage Displacement Transducer. These directly measure the movement of
either the crosshead or actuator within the test space. Force is measured by a load cell,
typically a strain gauge device, connected to the crosshead. The testing system uses
these transducers to characterize materials. Values for stress and strain can be derived
from these physical measurements by the force and displacement transducers
respectively.

Load cell connection

Load cell

Centroller
cover

Product Support: www.instron.com 4
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When the need to connect additional transducers arises the user can add up to three
additional SCM’s to the controller, each transducer requires a dedicated SCM. The
SCM provides an interface to the transducer through a 25 pin “D” connector that
extends through the face of the controller. These boards are optional and are not
provided unless specified by the customer. If the user has a need to connect more than
four transducers to the testing system the Channel Expansion Module (CEM) option on
the 5900 product line gives the user the ability to connect four or eight additional
transducers.

Transducer Types

When connecting transducers to the testing system they are classified in one of three
categories;Force, Strain or User-Defined. If your transducer was purchased as part of the
testing system most time it is self-identifying. When connected, the controller reads the
transducer type and capacity. These transducers have also been rationalized to enable to
user to perform an automatic electrical calibration. User Transducers are initially non-
self-identifying; they are not automatically recognized by the controller. During the setup
of the User Transducer the operator “teaches” the testing system to recognize the device
if identification is available.

Self-ldentifying Transducers

The standard Instron transducers have a connector that contains a “Cal and ID” board.
This board provides the resources to identify the transducer as to its type, whether it’s a
load cell or extensometer, its capacity and provides the necessary electronic
components to enable the userto calibrate the transducer automatically.

User Transducers

The user transducer must be connected to the system and configured in order for the
testing system to recognize, calibrate and use the device for testing. As part of the
process of configuringthe transducer connector the user must identify the transducer
category. Additional considerations that the user must take into consideration are:

e Does the transducer require excitation? - Some devices require an external voltage
applied to the transducer for it to operate.

e Do the transducer outputs require conditioning? - Devices such as strain gauges require
conditioning electronics in order to create a signal that is linear and of sufficient
amplitude.

o How will the device be calibrated? - During the configuration of the transducer the user
must perform a calibration to enable the SCM to quantify its output. Typically this
requires the transducer to output a “zero signal” and a “full scale” signal. The operator
must have some means to vary the output voltage of the transducer to perform this
function.

Product Support: www.instron.com 5
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Chapter: Connecting and Configuring Transducers

High Level DC Devices

High level DC devices will output a sighal between 0.06 VDC and 10 VDC proportional to
the magnitude of the measurement being monitored. Maximum voltage is 12 VDC;
voltages abovethat level may cause damage to the SCM. Maximum input impedance is
10K Ohms.

Low Level AC Devices

Typically these types of transducers are a full Wheatstone bridge. They require an
excitation to operated and have a low level of sensitivity, typically a few millivolts per
Volt. They also provide noability to perform a calibration. Because of this it becomes a
very difficult transducer to work with. Users that need to have the output of a bridge or
single strain gauge will usually use some form of bridge completion circuit and condition
box that provides a high level DC output to the 5900 test system.

Connecting User Transducers

On the 5900 testing system all transducers plug into the controller located on the left
side of thetest frame. An option, this requires the installation of an additional SCM into
the controller. The controller can have up to 12 SCM’s connected, 4 in the controller
itself and up to 8 additional SCM’s in the CEM. Refer to the diagrams below for slot
designations and compatibility.

o

® =] ©
Computer interface \
connection

Load cell connector
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Connector Label Transducer Configuration Software Label

Load Load Cells Only 1 Labeled as Load

Strain 2 Strain 2 2 Labeled as Strain 2
Load 2

Strain 1 Strain 1 3 Labeled as Strain 1
Load 3

1/0 If I/0 card is fitted, no 4 Labeled as I/0
transducer can be
connected

5* 5

6* 6

7* 7

8* 8

9% 9

10* 10

11* 11

12% 12

* These are only available if CEM, shown below, is fitted to the Expansion slot between
the Straind and Strain 2 connectors. Also note, only load cells can be connected to the

load SCM.

Product Support: www.instron.com
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Chapter: Connecting and Configuring Transducers

Simple Connection of a High Level DC Device

This is the most straight forward way of connecting transducers; it requires a 25 Way D-
type plugand two wire links. The wire links are used to identify

Transducer is a high level DC device (pin 21 to pin 23)
The device is a User Transducer with a Rcode of “0,0” (pin 4 to pin 5)

The user then connects the transducer “+” and “-” leads to the connector as shown
below (“+” topin 19 “-” to pin 18).

1 Ne
2 NC
3 _SCN
4 IDENTA
5 IDENTB
NG
7 NC
8 N
9 NC
10 NG
11_NiC
12 NG
13 NG
14 NiC
15 _NiC EXTERNAL
16 _NiC _ CONDITIONING
17_NiC [
16 _HIVP B
19 HIUP A
20 -
21 NG SCN
22 NIC
— 23
24 NIC
25 NiC

i

g

NE

:

TRANSDUCER

+WVE

|

;

The transducer may need an external conditioning box to enable the device to be

calibrated. During the calibration of the transducer the user must be able to generate

specific output signalsin order for the SCM to condition the electronics to recognize these
signals as a specific value.

With these connections made the transducer can now be connected to the SCM in the controller.

8 M18-17147-EN



Additional Considerations

In the above example an Rcode of 0,0 was used. If more than one User Transducer will
be connected to the testing system the user must assigh a unique Rcode to each
transducer. This isrequired even if the two transducers are not being used at the same
time. During the calibration process the testing system will store the calibration
coefficients associated with the transducer; this information is stored based upon the
identification of the transducer.

ﬁ ® Admin
Confiaure the compononts of the svstem and sol svston proforonces

B

Frame Atransducor configuration is  sot of proportios that identifies a spacific transducer. Changes on this scroon fequire restarding the softwaro
and then calibrating the transducer.

Options Avalisble transducer types Transducers

Temperature

System

Transducers Temperature

TestCam Torquo

Multi Station User-defined Strain 2

User-defined 13

Frame : Force

Transducer configuration
Connoctor
Require verification

Ovarmida default transducer settings

Product Support: www.instron.com 9


http://www.instron.com/

Chapter: Connecting and Configuring Transducers

Configuring the Software

New transducers must be configured in the Admin section of the Bluehill Universal
software; this will enable the transducer to be used within a test method. Transducers
are added to the systemin the Admin area of the software. Once in the Admin area,
select Configuration > Transducers.

The operator can select a named transducer type or User-defined in the available
transducer type listing and touch on the right triangle to add a new transducer to the
Transducer listing. Once added the transducer will become available to configure as
shown below.

# @ Admin
Confiaure the components of the svstem and set svstem preferences

- p—
|_I Q h—1
— =

Configuration Preferences
Frame A transducer configuration is a set of properties that identifies a specific transducer. Changes on this screen require restarting the software
and then calibrating the transducer.
Options Available transducer types Transducers
Temperature Force
System Strain Force 2
Transducers Temperature Force 3

TestCam Torque Strain 1

Multi Station User;aefined Strain 2

User-defined 13

Frame : User-defined

Transducer configuration: User-defined 13
Unit group:
Connector:
Identify transducer using:
Require verification

Override default transducer settings

The user can now uniquely identify the transducer, operating units, its physical
connection and how it is to be identified. In this example we will be configuring a
deflectometer device. We will Change the name of the transducer from User-defined
12 to “Deflectometer”

10 M18-17147-EN



Frame : User-defined

Transducer configuration:
Unit group:
Connector:
Identify transducer using:
Resistor codes:
Require verification

Override default transducer settings

o Set the units to “Length”
¢ Indicate the device will be connected to “3 labelled as Strain 1”
e Identify the device using “Resistor Codes”

e Once the user selects the “Resistor Codes” option an additional field will be displayed
with a pre-filled value of “0,0”. The user can read the correct resistor code from the
connector by touching on the “Find” button to the right of the field.

Additional options available to the user to further define the transducer are:

Require Verification - Verification is the comparison of the transducer to a national or
international standard. To ensure that the verification for the selected transducer is valid,
select Require Verification and enter the date that the current verification expires. When
the transducer is selected for a measurement in a test method, the system verifies that
the date is valid. If the date has expired, the system does not start the test. The system
will display a warning in the system event log in the console area 30 days prior to this
expiration date so that you can schedule a service appointment before the verification
expires. Once the verification date passes,the system cannot start tests that use this
transducer until the verification date is updated. This is not linked to Instron Connect
which is updated from the Instron Connect page inside the Admin section

Override Default Transducer Settings - If your testing system has both upper |

and lower test spaces it may require customizing a transducer's settings so 1!

the device functions properly in a given test space. These settings are

available for both the upper and lower test space for each transducer. This

setting reverses the polarity of a

transducer's measurement in the Bluehill® software. This affects the polarity of any
softwareinputs such as test rates and end levels and also the polarity of the live display
for the measurement. Refer to the Bluehill Help system for additional details.

Once configuration of the transducer is complete the software must be restarted. Upon
restarting the software a new transducer icon, User Transducer 1, will be displayed in the
console section of the software. The transducer can now be calibrated for usage.

Product Support: www.instron.com 11
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Chapter: Connecting and Configuring Transducers

Calibrating User Transducers

Calibration ensures that the output voltage from a transducer is directly proportional to
the forceexerted on the transducer. In other words, it ensures that the transducer
measures correctly.

There are two types of calibration: manual and automatic. The default calibration for
user transducers is manual. Calibration is required when a transducer is first installed,
and recommended at regular intervals after installation. Pressing the user transducer
icon within thesystem details page will open the calibration dialog box as shown below.

Transducer Settings
User |Gain | Limits | Service |
Transducer configuration |User-defined ¥i

Full scale 90000 [v -]
Calibrate Balance |

Current state — N
Not Calibrated Calibration type |Manual -]

Calibration point 3pooo \[V |

Offset ‘ 00000 [v -]

Close

The first step is to select the transducer from Transducer configuration. Touching on the
dropdown list for the transducer will display the available user-defined transducers.
Selecting the desired user transducer will change the system of units for all of the
calibration fields to the defined unit group. The user needs to define the calibration
settings as follows:

Full Scale - Enter the full scale value of the transducer. In this example the full scale value is 9V.

Calibration Type - Only manual calibration is valid for user transducers.

Calibration Point - The user must identify a value for the calibration point. This value
must be at least 10% of the full scale value. During the calibration process the
transducer will have to be setto this value to successfully calibrate. If the device does not
give the user the ability to output a preselected value the use must incorporate an
external conditioning box that will provide this capability.

Offset - This is the lowest value in the scale of the transducer. It is the point at which the
transducer outputs O VDC. In this example we will use OV.

Gain - Do not change this value. During the calibration process the SCM firmware will
determinethe gain value based upon the input signals it receives.
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Once these values have been entered in the dialog box, the user can calibrate the
transducer asfollows:

1. Touch on the Calibrate button in the dialog box. An additional dialog box will open
directing the operator to set the transducer to the offset point to perform a balance.

User X

Set the transducer to the offset point to perform a balance.

OK Cancel

2. The user must set the transducer to the point at which it output is O VDC, then touch
OK. The controller will now balance the output of the transducer with the SCM
electronics.

3. Once complete the software will direct the user to set the transducer to the Calibration
Point:

User X

Set the transducer to the calibration point.

\ OK Cancel

4. The user must now set the transducer to the calibration point value entered in the dialog
box. Once the transducer is stable at the calibration point, touch OK. The system will now
conduct a span adjustment where it correlates the output voltage of the transducer to the
calibration point value. From this adjustment the system can create a relationship
between the transducer output voltage and the values it is meant to represent. Upon
completion of the span adjustment the user will be directed to return the transducer to
the offset point. Return the transducer to the offset point and touch OK.

User X

Return the transducer to the offset point to perform a fine balance.

OK Cancel

5. Upon completion of the fine balance operation, the transducer is calibrated.
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Transducer Settings

User || Gain | Limits | Service |

Transducer configuration User-defined v

Full scale [ 90000 [v ~]
Calibrate Balance
Current state
Calibrated Calibration type. Manual ~]
WedMar 11313152017 [r——te
Calibration point 90000 |V ~|
Ofiset [ 0.0000 [V ~]

Close

With the calibration process complete, the dialog box will indicate a status of calibrated
and the date and time the device was calibrated. The User transducer Icon in the console
will now displaythe icon in color indicating that it is calibrated. This completes the
process of adding a user transducer. This device can now be added as a measurement
within any test method. If you disconnect the transducer you must remember that it is
designated for use in which it was calibrated. If you plug this device in any other slot the
system will not recognize the device or collect any data from it.
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Connecting a Low Level AC Device

Low level AC devices are typically strain gauges, used in a Wheatstone bridge that
provides a highly accurate means of measuring strain on a specimen. The complete
Wheatstone bridge contains four active gauges, as shown below:

The bridge requires an excitation voltage to operate and in an unstressed state the
output of thebridge would be equal to zero. If any of the active gauges change their
values the resulting measured output will change, that change represents the strain on
the specimen. More commonly users will be connecting a single active gauge to
measure strain referred to as a quarter- bridge.

Using a single gauge required the use of a bridge completion circuit as the 5900 will only
accept the connection of a full bridge. As shown in the previous diagram R1, R2 and R3
would form this bridge completion circuit and when connected to the strain gauge would
provide a complete bridge to the SCM. One additional consideration the user must
include is the ability to perform an electrical calibration. The 5900 and Bluehill Universal
must be able to recognize the output of thecircuit as a specific value of micro-strain. The
calibration process goes through a sequence of steps the “teach” the SCM how to
recoghize these inputs and relate them to specific values of micro-strain. To do this the
user must provide some means to force the bridge to output a change in the balance of
the bridge.
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As shown in the previous diagram a calibration resistor (Rcal) and a switch (S1) are added
to the circuit to provide for this calibration. The calibration resistor pro-vides a means to
create an imbalance in the bridge when the switch is closed. The value of the resistor
can be calculated butrequire that the user have a complete understanding of the
components that make up the bridge circuit. Strain gauges used in materials testing are
usually 120 or 350 Ohm gauges, for simplification of this explanation the following
criteria will be used:

1.

o > w0 N

16

A 350 Ohm strain gauge will be used (Rgauge)
The gauge factor (F) is 2.105

Full scale of the gauge is 2000 micro-strain ()
The calibration point is 2000 micro-strain

To calculate the value of the calibration resistor you must first calculate how much of a
change in resistance must be generated in the bridge to simulate the calibration point.
This is done as follows:

a. Ra=¢g * (F * Rgauge)
b. Ra=.002 * (2.105 * 350)
c. Ra=1.4735 Ohms

With the necessary change in resistance now known calculate the Value of the calibration
resistor as follows:

a. Rcal = [Rgauge * (Rgauge - RA)] / [(Rgauge - (Rgauge - RA)]
OR

b. Rcal =[350 * (350-1.4735)] / [350-(350-1.4735)]
c. Rcal =(350 * 348.5265) / (350 - 348.5265)

d. Rcal =121984.27 / 1.4735

e. Rcal = 82785.388 Ohms (82.785K Ohms)
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7. Finding a precision resistor with the value calculated is not always possible. Once you
know the value of resistance needed use a resister as close as possible to the calculated
value. In this example we will use a resistor of 90.9K Ohms. You cannot use a resistor
that has a lower value of resistance than calculated; this would create a value higher
than the full scale value.

8. Using a 90.9K Ohm resistor we need to now calculate the resistance in parallel (Rt) when
we close S1 to unbalance the bridge.

a. Rt=(Rgauge * Rcal) / (Rgauge + Rcal)
b. Rt=(350 * 90.9K) / (350 + 90.9K)

OR

c. Rt=31815000 / 91250
d. Rt=348.65753

9. Using a 90.9K Ohm calibration resistor we can now calculate the exact micro-strain value
for the calibration point as follows:

a. ¢ =(Rgauge - Rt) / (F * Rgauge)
OR

b. € =(350-348.65753) /(2.105 * 350)
c. €=(1.34247)/(736.75)
d. €=0.0018221 =1822.1p¢
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Connecting a Wheatstone Bridge to the Controller

As with the High DC device explained earlier this connection requires a 25 Way D-type plug and
one wire link. The wire link is used to identify:

4 IDENT A
5 IDENTB
6 NI

T NC
6_NC

5 NC

10 WiC

1 NiC

12 NiC

13 NiC

14 LOB-

15 LOA

16 MG

17 WG

:

|

|

I

|

I

'I

:

18 WG
19 e
20 WC
1 NiC
22 NC
23 NN
24 N
25 bl

:

i

The device is a User Transducer with a Rcode of “0,0” (pin 4 to pin 5)

The user then connects the bridge leads to the connector on pins 14 and 15 and the excitation to
pins 1 and 2 as shown.

Configuring the Software

New transducers must be configured in the Admin section of the Bluehill Universal software; this
will enable the transducer to be used within a test method. Transducers are added to the system
in the Admin area of the software. Once in the Admin area, select Configuration > Transducers.
The operator can select User-defined in the available transducer type listing and touch on the
right triangle to add a new transducer to the Transducer listing.

Once added the transducer will become available to configure as shown below.

Frame : User-defined

Transducer configuration:

Unit group:

Connector:

|dentify transducer using:

Require verification

Override default transducer settings

The user can now uniquely identify the transducer, operating units, its physical connection and
how it is to be identified. In this example we will be configuring the Wheatstone bridge with the
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testing system enabling the user to record the strain measured by the strain gauge during a
test. We will Change the name of the transducer from User-defined 12 to “Wheatstone Bridge”.

Frame : User-defined

Transducer configuration: Wheatstone Bridge

Unit group:

Connector:

Identify transducer using:

Resistor codes:

Require verification

Override default transducer settings

e Set the units to “Strain”
e Indicate the bridge will be connected to “3 labeled as Strain 1”

o Identify the chamber using “Resistor Codes”

Once the user selects the “Resistor Codes” option an additional field will be displayed with a pre-
filled value of “0,0". The user can read the correct resistor code from the connector by touching
on the “Find” button to the right of the field.

Additional options available to the user to further define the transducer are:

Require Verification - Verification is the comparison of the transducer to a national or
international standard. To ensure that the verification for the selected transducer is valid, select
“Require verification” and enter the date that the current verification expires. When the
transducer is selected for a measurement in a test method, the system verifies that the date is
valid. If the date has expired, the system does not start the test. The system will display a warning
in the system event log in the console area 30 days prior to this expiration date so that you can
schedule a service appointment before the verification expires. Once the verification date passes,
the system cannot start tests that use this transducer until the verification date is updated.

Override Default Transducer Settings - If your testing system has both upper and lower test
spaces it may require customizing a transducer's settings so the device functions properly in a
given test space. These settings are available for both the upper and lower test space for each
transducer. This setting reverses the polarity of a transducer's measurement in the Bluehill®
software. This affects the polarity of any software inputs such as test rates and end levels and
also the polarity of the live display for the measurement. Refer to the Bluehill Help system for
additional details.

Once configuration of the transducer is complete the software must be re-started. Upon re-
starting the software a new transducer icon, User Transducer 1, will be displayed in the console
section of the software. The transducer can now be calibrates for usage.
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What is a Measurement?

A measurement is a value which represents a magnitude. For example, in material testing the
amount a specimen is stretched during a tension test is a measurement referred to as
elongation. This elongation value can then be put into a mathematical formula (A gauge length /
original gauge length) to calculate the strain of the material at any given point during a test. In
the previous example we have defined the two types of measurements that exist within the
Bluehill Universal® software. The measurement shows how much the specimen has been
elongated and is taken from the movement of the crosshead in the testing system. This is
considered a Physical Measurement. The measurement of the strain is calculated based upon
the original length of the specimen and its change in length. This type of measurement is referred
to as a Virtual measurement.

Physical Measurements

Physical measurements provide data directly from transducers connected to the testing system.
When a new method is created the software automatically provides the following physical
transducers within the method:

e Time

o Displacement (Electromechanical systems)

e Force

e Strain 1 (if connected)

e Strain 2 (if connected)

Physical measurements are defined within the test method, this enables each test method to
have a separate configuration of physical measurements. To accommodate this each physical
measurement must have a unique designator or name to specifically identify the transducer.
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Virtual Measurements

Virtual measurements provide data related to the specimen that has been calculated. For
example, stress is derived from the force applied to the specimen divided by the cross sectional
area of the specimen. When a new method is created the software provides several predefined
virtual measurements:

o Tensile Displacement (Compressive, Flexure, Peel)
e Compressive Force (Flexure)

e Tensile Strain (Compressive, Flexure)

o Tensile Stress (Compressive, Flexure)

e Force / Width

e Tenacity

As with physical measurements these measurements are uniquely defined within each test
method. You can create additional virtual measurements within a test method by providing a
unique name, a valid expression, and the units of measurement.

Corrected Displacement

The corrected displacement measurement provides data on the compliance, “elastic give”, of the
testing system. It is important to understand that this measurement is a property of the entire
load string not just the test frame. The load string consists of the frame, load cell, adapters and
grips or fixtures. In order to correct for this compliance the user must first create a compliance
data file, a file needs to be created for each different configuration of the load string and applied
appropriately.

Availability of Measurements

Measurements created within a test method are available in several areas of the method
including calculations, test control, live displays, graphs, raw data viewer, and results. When you
create a measurement, the system updates all these sections to make the new measurement
available. If you have a sample open, the new measurement is available for all untested
specimens. If you remove a measurement from a test method, the system again updates all the
above sections to remove the measurement as an option. If the measurement is in use, the
system changes the display to show No selection made. For example, if you created a
measurement called Force 2 and selected Force 2 to display in the live display section of
console, then remove it from the method the live display changes to show No selection made. If a
measurement is modified, the system updates all the above sections to reflect the changes to
the measurement. The factors that affect the measurements available in the software are:

e The transducers connected to the system - the system detects the type of transducer and
the connector it is plugged into to create a measurement for that transducer. For
example, if a load transducer is connected to the Strain 1 connector on the frame, the
system creates a new physical measurement named Force 2. If an extensometer is
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connected to the Strain 1 connector, the system creates a new physical measurement
named Strain 1.

e The selected test type - some measurements are specific to a test type. For example,
compressive strain only appears in a compressive test method, peel displacement is only
available in a peel tear friction test method.

Creating Physical Measurements

Measurements are created within the test method. As previously indicated, physical
measurements are created from transducers. This is not to be confused with connecting and
configuring a transducer, in order to create a measurement the transducer must already exist
within the software. In this section of the manual we will create a measurement of strain from an
extensometer connected to the testing system.

1. Open or create the test method for the measurement to be added to and select the
Measurements item in the Navigation Bar.

Method

;mm @ q II E‘ Y
Specimen Measurements Calculations Test Control Workspace Exports Prompted Test

Measurements provide the data for test control, graphing and analysis. Physical measurements provide data directly from a transducer. Virtual measurements generate
data from an expression.

Measurement types: Measurements available in the method:

Force Displacement
Strain Force
Torque Tensile strain (Displacement)
User-defined Tensile displacement
» Virtual measurements Tensile stress

Tenacity

2. The extensometer does not need to be connected to the system to create the
measurement but needs to be connected and calibrated in order to run a test using
this test method.

3. Select “Strain” in the Physical Measurements list, by either double-touching the term

Strain or touching the right pointing triangle. This will add the Measurement “Strain 1”
to the selected measurements list as shown below.
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n Method Report

s k0l 4. B H ¥ M B X

General Sample Specimen Measurements Calculations Test Control Console Workspace Exports Prompted Test

Measurements provide the data for test control, graphing and analysis. Physical measurements provide data directly from a transducer. Virtual measurements generate
data from an expression.

Measurement types: Measurements available in the method:
4 Physical measurements Time
Force Displacement
e : Force
Torque Tensile strain (Displacement)
User-defined Tensile displacement
» Virtual measurements Tensile stress

Tenacity

Physical measurement - Strain

Description: Strain 1
Transducer configuration: Strain 1
Connector: 3 labeled as Strain 1
Pretest limits
Rate
Event

True strain control

4. Once the measurement is added it can be used within the test method.

Associated Parameters of a Physical Measurement

In addition to creating the physical measurement the user can identify the following
additionalparameters:

e Pretest limits

e Rate

e Event

e True strain control (strain measurements only)
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Physical measurement - Strain

Description:

Transducer configuration:

Connector:

Pretest limits

Maximum:

Minimum:

Rate

Description:

Data points:

Use linear regression:

Event

True strain control

Pretest Limits

The pretest limits define an acceptable range of transducer readings under which the test may
be started. As shown above, when the pretest limits are enabled the operator can enter the
maximum and minimum values to establish an acceptable range. These values can be either
positive or negative, and it does not matter if the maximum value is greater than or less than the
minimum value. If the value at the start of the test is not within the specified range the system
will prevent the start of the test and display a message to the operator. The operator can then:

e Re-install the specimen

e Make other adjustments to the position of the crosshead.

Rate Measurement

If the user enables the Rate option the system will create two separate data streams, one that
measures strain and one that calculates the strain rate based upon the additional required
parameters. The default setting is 10 data points and the system calculates the rate using the
difference between the current data point and the previous 10 points. As an example, the user
adds a calculation for a Preset Point of 16% Strain and ask for the strain rate.
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The system would calculate the rate as follows (for the purposes of this example 16% strain was
data point 114): Changing the number of data points to 20 would change the calculation as
follows:

Strain Rate =
(Strain @ point 114 - Strain @ point 94) / (Time @ point 114 - Time @ point 94)
The calculation of rate is a function of time. The user can identify that the rate recalculates using

linear regression. If this option is enabled the software will perform a linear regression over the
number of data points identified.

Events

Events enable the user to specify an action to occur at a specific point during the test related to
the measurement. Two separate functions can be triggered by the events item:

o Playing of a wave (*.wav) file

e Setting a digital output line

The user can have the testing system play a wave file at a specific point in the test associated
with the measurement by entering a “Value” and a “Criteria”. An example is:

Criteria: “Equals or passes through”
Value: 15 % (The value and units available are based on the measurement selected)

Once the Strain value reaches 15% the system will play the selected wave file. The second option
in events requires the installation of the Analog Output and Digital Input /Output option. The
Digital Input/Output provides 4 logic line inputs and 4 logic line outputs to trigger internal and
external events. When the event value and criteria have been met, you can configure the outputs,
up to four, to:

e Set
e (Clear
e Retain

True Strain Control (Strain Devices only)

This gives the user the ability to identify the specific device to be used for true strain control
during the test. True Strain differs from normal strain (also termed Engineering Strain) by
calculating the instantaneous strain based on the equation True Strain = In(Strain +1). This is
used in certain applications most notably in the Medical Device Industry. Generally if True Strain
is used the sister unit True Stress will also be selected.
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Creating Virtual Measurements

As explained previously virtual measurements are calculated from a mathematical expression.
This expression can use data from one or more physical measurements, variables the user inputs
via the Numbered Inputs, or general numbers written directly into the equation. Virtual
measurements provide the user with great flexibility when defining the measurement. As with
physical measurements, the measurement is created within the test method in which it will be
used. In this section of the manual we will create a virtual measurement to calculate stress in an
o-ring as required in ASTM D1414.

1. Open or create the test method for the measurement to be added to and select the
Measurements item in the Navigation Bar.

2. Expand the Virtual Measurements to display the two measurements that can be added.

Expression: This option enables the user to use the Expression Builder to create custom
equations.

Corrected Displacement: This measurement corrects values of displacement to allow for the
compliance, or elastic "give", of the testing system.

Creating an Expression

Selecting the expression option gives the user the ability to access the expression builder. The
expression builder provides the user with the ability to create a custom equation. A detailed
explanation in the use of the expression builder, including examples is covered later.

Creating Corrected Measurements

In an effort to have measurements that are as accurate as possible the user must sometimes
take into account the entire load string and the gripping of the specimen. Knowing how much
compliance there is in the testing system will enable the user to correct the values of
displacement. This is done by conducting a test using a rigid specimen that deforms very little at
the maximum test force. As force is applied to the specimen, the system collects force and
displacement data. The displacement data represents the amount the load string displaces with
respect to the corresponding force readings when there is no specimen deflection. The collected
data is written to a file, which is then used for correction while testing specimens. It is important
to understand that the machine compliance is a property of the entire testing system, not only
the load frame. When you perform the test to create the compliance file you must use the exact
same components in the load string as you will when running the tests, including the load cell,
grips and couplings.
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Creating a Compliance Data File

Compliance data files are created by running a test, in this example we will utilize a

tension typetest.

1. Create a new tension test method and set the end of test criteria to a force value that is
higher than the maximum force expected during the test or to the maximum capacity of
the system. You must use the same load string components that will be used when

testing specimens.

2. Set up the test to apply a small preload to ensure that there is no slack in the specimen.

3. Use stop as the end of test action.

4. Set up the data logging so that a data point is collected for every 1% change in force only.

5. Save the test method and return to the home screen.

6. Perform a test on the rigid specimen. The following diagram reflects the data collected
during the test. As you can see in the diagram, the total amount of compliance in the
frame at 100N is slightly over 0.0016 inches. Viewing the raw data from the test shows
that 39 data points were collected and the displacement at 200 Newtons to be 0.00162

inches.

100

20

a0

Load (N)
A

evtension {in;
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Creating a Corrected Displacement Measurement

Once the compliance file has been generated the user can now create a corrected displacement
measurement.

1. From the measurements page expand the Virtual Measurements and add a corrected
displacement measurement.

2. The user must select the compliance file (the data from the tested sample) for the test
method to use in calculating the corrected displacement.

3. Utilizing the Import button, select the compliance file to be applied when conducting tests
with this test method.

4. Now, anytime testing is conducted with this test method, a corrected displacement
measurement will be made.

Virtual measurement - Corrected displacement

Description: Corrected displacement
Source for displacement: Displacement
Source for force:

Compliance file
Name: Import...
Last modified:
File size:
Pretest limits

Rate

Event
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Chapter 4
Expression Builder

What is Expression Builder

The Expression Builder is an integral part of the Bluehill Universal software that provides the user
with the interface to create virtual measurements, custom calculations, or logical expressions.
These expressions can be used to create a calculated data stream, test speeds or identify test
end criteria without requiring custom software. The expression builder can be displayed to the
user in two different ways. When used to create a virtual measurement or to calculate a test rate
the expression builder will be displayed as follows:

’ pUtions 10 CIEAt an EXPreGIon, Of type demclly into e i box

Vanables.

» Physical measurements

» Sample number Inputs

» Specimen number inputs
vaiidate

» Specimen properties

» strain

» Variable

} Virtual measurements

Cancel
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When used to specify a domain for graphing or calculations the expression builder will be
displayed as shown below:

Expression Bullder

X s e vasiatiles iand butions 10 e an expresscn. of type deoctly inio the lext bax

Vanables

» Break (Standard)
» Maximum Load
» Modulus {Automatic)
Vahdate
» Physical measurements
» Sample number Inputs
» Specimen number iInputs
» Specimen properties
» Strain
» Test

» Variable " Start of data

» Virtual measurements
End of data

You should notice that when used to define domains Boolean logic is added. The domain
provides the user the ability to define a specific region within the test curve. Identifying a domain
enables the user to specify the test data that is available for a calculation or graph. Throughout
the software, when available, the Expression Builder can be accessed by selecting its icon shown
below.

fx

When viewed, the Expression Builder window can be divided into five sections. They are:

The Expression window - This window will display your expression / equation as you add values or
terms to it.

The Variables window - This window will display the variables that can be used to create an
expression / equation. Variables can be added to this listing by adding information to the test
method such as:

e Physical Measurements
e Virtual Measurements

e Sample / Specimen Numbered Inputs

The Unary Keys - These keys permit the user to select a single mathematical function to be
performed, i.e. sin() will provide the sine of the value between the parentheses.
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The Standard Calculator keys - These keys enable the user to enter numbers and basic
mathematical functions into an equation. The ~ key represents exponential form, as in 4*2=16
and the E displays scientific notation as in 1E2 = 100.

The Boolean Operators - Only displayed for the domain calculation, this section enables the user
to identify the domain in which a calculation is to be performed.

Creating Virtual Measurements with the Expression
Builder

We are going to create a measurement that calculates True Strain. True strain is defined by the
American Society for Testing and Materials (ASTM) as the natural logarithm of the ratio of
instantaneous gauge length to the original gage length and is expressed as follows:

E=In(1+e)

Where:

E =True Strain

In = Natural Logarithm
e = Strain measurement

Before creating this measurement the user must first add the physical measurement for the
extensometer (Strain 1) to be used. Once the physical measurement has been created you can
now create the virtual measurement for True Strain. Selecting Measurements in the navigation
bar will display the following screen.

- -
3 |
in B i L. B B W% & b
General Sample Specimen Measurements Calculations Test Control Console Workspace Exports Prompted Test
Measurements provide the data for test control, graphing and analysis. Physical measurements provide data directly from a transducer. Virtual measurements generate
data from an expression.
Measurement types: Measurements available in the method:
4 Physical measurements Time
Force Displacement
Strain : Force
Torque Tensile strain (Displacement)

User-defined Tensile displacement

4 Virtual measurements Tensile stress

Corrected displacement Tenacity

Expression Strain 1

Transverse strain
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From this screen the user expands the Virtual Measurements item in the measurement type
window, selects the Expression item and touch the right facing arrow to add Expression 1 to the
selected measurements listing as shown below.

Q0

o3

Geneeal Samgie 5 . . s Proegitnd Test

Measurements provide the data for test control, graphing and analyss. Physical measurements provide data directly from a iransducer. Virtual measurements generate
data ffom an expression.

Meastiement types Measurements avatiabie in the method

4 Physical measurements Time
Force Displacement
Strain Force
Torque Tensile strain (Displacement)
User-0etined

4 Virtual measurements Tensile stress

Transverse strain

Virtual measurement - Expression
Description

Unit group

Expression
Pretest Emits
Rate

Event

The user can now create and name the expression to calculate true strain.

1.

2.

32

Change the Description field to title the expression “True Strain”

Select the appropriate Unit Group for the measurement; in this case we will define this
measurement within the Strain unit group. Once the Strain unit group is identified the
software adds an additional field, “True Strain gauge length”

Virtual measurement - Expression
Descnption

Unit groug:

True Strain gauge length

Expression’
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3. Due to the fact that this is a virtual measurement, the software does not know the value
to use for gauge length. We want the system to use the gauge length of the extensometer
and can indicate this using the Expression Builder. Select the Expression Builder icon to

the right of the field.

By expanding Strain in the Variables window you will see “Strain 1 gauge length”, double click on
the term and it will be automatically entered into the expression window as shown below.

Expression Builder
x Use the variables and buttons to create an expression, or type directly into the text box.

Variables:

True Strain gauge length:

"Strain 1 gauge length'|

» Physical measurements
» Sample number inputs

» Specimen number inputs
» Specimen properties

4 Strain

Strain 1 gauge length

True Strain gauge length

log()

sin()

Tensile strain (Displacement) gai
» Variable

» Virtual measurements

Insert variable

Validate

v

Cancel

4. Touch OK and the expression will be added to the virtual measurement field.

5. The user can now enter the equation for True Strain into the Expression field by selecting
the equation builder icon to the right of the Expression field. This will open the expression

builder in a new window.

6. Select the natural log key; this will add the function to the expression field as shown
below with the words “Enter here” highlighted.

Expression:

In(
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7. Using the calculator keys select the number one and the minus sign, these will be added
in order as shown below.

Expression:

In(1+)

8. The last element of the equation is the value of strain measured by the extensometer.
This can be found in the list of variables.

Expand the variable for physical measurements.

Double click on the term Strain 1, this completes the equation and should be as
displayed below.

Expression:

In{1+"Strain 17)
Variables:

4 Physical measurements

Time

Displacement

Force

9. You can validate the mathematical expression by selecting the “Validate” key. The
software performs a validation of the syntax and mathematical rules.

If the expression is valid the software will display a small window stating “The expression
is valid”.

If the expression is invalid the software will display a window giving the operator an
indication of the error.

Once the expression is validated the user can touch OK to return to the virtual
measurement screen. You cannot exit the window with an invalid expression.
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Creating a User Calculation with the Expression
Builder

User calculations are also built utilizing the expression builder. Once added to the
Selected calculations list the user can access the expression builder by selecting the
icon to the right ofthe user expression field.

e ! . B H ¥ #H B

General Specimen Measurements Calculations Test Control Console Workspace Exporis Prompted Test

setup Create the calculations required for testing. To use a calculation during a test, enable "Calculate during the test".
To display calculated results, create a results table or add resuits to live displays.

Rounding Available calculations: Selected calculations:

% of break User calculation
Area reduction
Area under curve

Break

Break location

In this example, toughness will be calculated. Toughness is defined as the amount of
energy pervolume that a specimen can absorb before rupturing and is expressed as
follows:

Jo/V
Where:
Jb = Energy in joules (at
rupture/break)V = Volume (Length *
Width * Height)
We have identified that there are four variables within this calculation:

e Energy @Break
e Specimen Length
e Specimen Width
e Specimen Thickness
With this information we can build our user calculation as follows:
1. Add a calculation for Break, in this example we will use the “Break (Standard)” option.
2. Add a user calculation, these two calculations are shown below.
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General Sample Specimen Measurements Calculations Test Control Console Workspace Prompted Test

Create the calculations required for testing. To use a calculation during a test, enable "Calculate during the test".
To display calculated results, create a results table or add results to live displays.

Rounding Available calculations: Selected calculations:

% of break User calculation

Area reduction

Area under curve

Break

Break location

3. With the User calculation selected, select the expression builder icon to create the
expression. With the expression builder open you can see that the Break calculation has
been added to the list of variables. As long as a calculation has been added to the
selected calculations list it will be available as a variable within the expression builder.

4. Expanding the Break calculation will display the available values that will be calculated at
the break point. Select the value Energy; this will calculate the energy to the break point,
selecting the term energy will add the value to the user expression window as shown
below.

Expression Builder
x Use the variables and buttons to create an expression, or type directly info the text box

Variables: Expression:

"Energy @ Break (Standard)”
4 Break (Standard)

Displacement @ Break (Stan
Force @ Break (Standard)
Validate

Tensile stress @ Break (Stan
Time @ Break (Standard) iog() In()
Tenacity @ Break (Standard)

sin() ¥ cos() V¥
Tensile displacement @ Brez
Tensile strain (Displacement)
Status number @ Break (Sta
Data point @ Break (Standar
Energy @ Break (Standard)

» Sample number inputs

» Specimen number inputs

» Specimen properties

Insert variable

° Cancel
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5. Continue to add the remaining portion of the mathematical expression as follows:
o Add the “/” using the calculator keys
o Add a left parentheses “(“
o Expand the Specimen properties in the variables listing and add the term Length
o Add the “*” using the calculator keys
o Expand the Specimen properties in the variables listing and add the term Width
o Add the “*” using the calculator keys

o Expand the Specimen properties in the variables listing and add the term
o Thickness

o Add aright parentheses “)“

The user expression will display the following:

Expression:

"Energy (@ Break (Standard)"/("Length™"Width™*"Thickness")

6. The last step is to identify the units used to represent the result. In this case the units will
be selected as Stress. The unit should follow the term or expression that it applies to, in
this case at the end of the expression. Selecting the Units Unary key will display all of the
systems of units available within the software. It is very important the unit selected
follows the values in the expression, in this case the expression results are in joules per
volume. This can also be represented in Ibs.-in per in3, or Ibs. per in2. So we will select
the unit pounds per square inch (PSI). This will result in the expression to be displayed as
shown below.

Expression:

"Energy @ Break (Standard)"/("Length™Width™*"Thickness") [psi]

7. You can now either touch on the “Validate” unary key to perform the validation of the
equation or Touch OK. By touching OK the software will perform a validation prior to
closing the expression builder window.

The user calculation will now be displayed in the “user expression” field on the

calculation setup screen. This enables the result of the calculation to be added to a
Results table.
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Identifying a Domain — What is a Domain?

A domain is a region within the test curve. A feature within Bluehill Universal enables the user to
select the data that is analyzed for a calculation by identifying a domain. Users can utilize this
function to ensure that calculations are performed within specific areas of a test curve. As an
example observe the test curve below.

Tens:le streéss (MPa)
\

Tensilz strain (Extension) (%)

In this test curve the operator needed to calculate the modulus of the material and selected the
“Automatic Young’'s Modulus” calculation. Modulus is a value that is calculated within the initial
linear region of the curve. As shown above we can see that the calculation is not being performed
within the initial linear region. This is because of the characteristics of the curve, there is no zero
slope and the peak force is at the end of the curve, which satisfies the parameters of the
automatic young’s modulus calculation. Having the ability to identify the domain in which the
calculation is to be performed enables the user to restrict the analysis of data to a specific region
of the curve. In this case the user can restrict the calculation domain so that only data from the
start of the test until the specimen reaches 30% strain is analyzed. This will ensure that the
calculation is performed on the initial linear region of the curve, as indicated by the construction
line, and would produce a curve as shown below.

stress (MPa)
w

ersile

LY 10 v IV a0 S0 o0 n %0 90 w0 pS i) v 10 130 st ic0 70 811 is0
Tensile strain (Extension) (%)
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Adding a Domain to a Calculation

Using the previous explanation as an example the user can identify a domain for the calculation
to ensure that the calculation is performed within a specific region of the test curve. To do this
the user must have the test method open to the calculations - setup screen and have the
“Automatic Young’'s Modulus” calculation selected as shown below.

n Method Report

T AR . B & #H B %

General Sample Specimen Measurements ( Test Control Console Workspace Exports Prompted Test
Setup Create the calculations required for testing. To use a calculation during a test, enable "Calculate during the test".
§ To display calculated results, create a results table or add results to [ive displays.
Rounding Avallable calculations: Selected calculations:
Fracture toughness conditional point Modulus (Automatic Young's)
Line intersection Preset point (Tensile strain (Displacement) 100 %)
Modulus Preset point (Tensile strain (Displacement) 200 %)
Peak local Preset point (Tensile strain (Displacement) 300 %)

Peak maximumv/minimum

Poisson's ratio

Seam slippage
Slack correction

Slope
User calculation

Yield

Modulus
Description:
Type:

Domain:

Indicate on graph:

Calculate during the test:

You should notice that the Domain field is automatically selected to analyze “Ramp 1” UNTIL
“End of Data” which means that the software default is to analyze from the start of the test until
the end of the test. When entering domain parameters this is the format that must be followed:

"Ramp 1"UNTIL"End of Data"
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To change the Domain:

1. Select the expression builder icon to the right of the Domain field which will launch the
expression builder in a new window. You will notice that the Domain function keys are
available within the window as shown below.

Expression Builder
x Use the vanables and buttons to create an expression, or type directly into the text box

Variables: Domain:

Start of Data"U

» Modulus (Automatic Young's)
» Physical measurements
» Preset point (Tensile strain (Di
Validate
» Preset point (Tensile strain (Di
» Preset point (Tensile strain (Di
» Sample num its
» Specimen number inputs
» Specimen properties
» Strain
» Test Start of data
» Variable

End of data
» Virtual measurements

Cancel

2. Highlight and delete the current entry in the Domain field at the top of the window. The
user can now identify a new domain, in this example we will choose to start analyzing
data at the first data point by clicking on the “Start of Data” key in the Domain Operator
section of the window.

3. You must now insert the term “UNTIL” into the expression.
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4. The ending point in the example is a value of 30% strain. This is entered in the following
format:

“Measurement” = “Value of the Measurement”

“Tensile Strain” = 30 _%

As tensile strain is a virtual measurement, expand the virtual measurements in the
Variables window and double click on the term “Tensile strain”, this will add tensile strain
to the expression following “UNTIL”

Click on the “=" key

Enter the value 30 using the calculation keys

Add the units in percentage by clicking on the Units key and selecting Percentage in “%”

5. The Domain window should now look as indicated below.

Domain:

"Ramp 1"UNTIL"Tensile strain {Displacement)"=30

6. You can now either click on the “Validate” unary key to perform the validation of the
domain or Click OK. By clicking OK the software will perform a validation prior to closing
the expression builder window.
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Chapter 5
Test Profiler

Test Profiler Overview

TestProfiler is an optional feature in the software that requires a unique key code.

In the Test Control > Test section of a TestProfiler method, you can create a customized test
sequence that defines the behavior and actions of the testing system during a test. The test
sequence is comprised of a series of steps. Each step specifies the control parameters, data
acquisition criteria, and a combination of events and actions. The system performs the test
sequence in the order specified in the Step completion event for each step.

When running a test, the system collects measurement data during the entire test sequence,
excluding the steps for auto balance. The criteria for data acquisition is defined in each step.
Therefore you can customize the data acquisition criteria throughout the test sequence to meet
your testing requirements.

A test sequence requires:

e A step for each change the system requires for the test. For example, any one of the
following changes would require a new step in a test sequence: a change in control
mode, a change in rate or change in crosshead direction.

e The command parameters for each step in the test sequence. Use the tabs in the
Properties section of the screen to customize each step, including:

o The type of waveform and the control parameters that specify how the system
controls the frame during the step.

o Events that occur during the step and the actions that the system performs when
the event occurs.
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o The data capture parameters during the step. You can customize the data
capture parameters for specific steps in the sequence if desired or use the
method data capture scheme set on the Test Control > Data screen.

o A unique name for the step. The system default name is Step 1, Step 2 etc. You
can rename the step if desired.

Test Profiler Layout

The top section of the Test Control > Test screen provides a view of the test sequence and each
step within the sequence. The bottom section of the screen shows the properties of the
highlighted step.

ot Method Report
o [ |
i i1 . B H ¥ M@ B %
—
General Specimen Measurements Calculations Test Control Console Workspace Exports Prompied Test

Start Test Atest sequence is a series of steps that define the actions performed during a test. Each step is defined by a waveform, events, actions,
and data capture criteria.

Strain
1 Cydlic 1
Pre-Test
Test
End of Test

Data

Control Events/Actions
Type of step:
Step 1 name: Cyclic 1
Control mode: Displacement
Rate: 0.00 e (8| mmimin
Cycles: 1.0
Initial direction: Maximum
Maximum measurement: Displacement
Maximum value: 0.00
Minimum measurement: Displacement

Minimum value: 0.00
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Step Types

In a TestProfiler method, a test sequence can be created with a combination of steps.

The types of step controls include:

Hold waveform - Indicated by — . A hold waveform maintains the
crosshead/actuator at ameasured value, achieved at the completion of the previous
step in the test sequence, for a specified period of time or when a specified event
occurs.

Absolute Ramp - Indicated byf’/ . An absolute ramp moves the crosshead/actuator to
anabsolute endpoint over a specified period of time.

Relative Ramp - Indicated bf A relative ramp moves the crosshead/actuator
from itsstarting point, achieved at the completion of the previous step in the test
sequence, by a specified value.

Cyclic waveform - Indicated by m . A cyclic waveform moves the crosshead/actuator between
amaximum value and minimum value for a specified number of cycles.

Test Profiler auto balance - Indicated %f{r . The system automatically balances the
selectedmeasurements.

Each step in the test sequence can be used as a variable in a domain expression. The
domainexpression defines the region of data available for calculating results and

graphing.

The parameters that define each step are available for the method parameters list and
exportresults files.

You must set the control parameters for each step to define the behavior and actions of
thetesting system during a test.
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Graphical View Section
The graphical view section provides the following information:
e The type of step
e The step number and step name of each step
e The next step in the test sequence. The blue arrows in the test sequence indicate the Go

to action associated with the step completion event for the step that immediately
precedes the arrow:

The Go to Step action under the Step
completion event has the Go to action defined

as Next step.
! The step immediately to the right of the arrow

is the next step in the test sequence.

The Go to Step action under the Step
completion event has the Go to action defined
as a specific step number.

To determine the specific step number, select
the step that precedes the arrow. Go to the
Events/Actions tab in the step properties
section, select the Step completion event and
then select its Go to step action. The specific
step number displays in the Go to field on the
right.

The Go to Step action under the Step
completion event has the Go to action defined
as End the test.

or
The Go to action is defined as Next step but

the step that precedes the arrow is the last
step in the test sequence.
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The Go to Step action under the Step
completion event has Loop enabled and the
Go to action defined as Next step.

For information on the loop parameters,
select the step that precedes the arrow. Go to
the Events/Actions tab in the step properties
section, select the Step completion event and
then select its Go to step action. The loop
parameters display on the right.

The Go to Step action under the Step
completion event has Loop enabled and the
Go to action defined as a specific step
number.

>
.
N

The Go to Step action under the Step
completion event has Loop enabled and the
Go to action defined as either:

End the test.

Next step but the step that precedes the
arrow is the last step in the test sequence.

Navigation Assistance Includes

The system moves to the previous step in the
test sequence and displays its step
parameters.

The system moves to the previous group of
steps that can display in the viewing space.

The system moves to the next step in the test
sequence and displays its step parameters.

The system moves to the next group of steps
that can display in the viewing space.
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Step Properties Sections

The bottom section is where you edit the properties to define each step. It includes
separatetabs for each component of the step, including:

Control EventsfActions Data

Control Select the type of waveform that the system will perform
in thehighlighted step and set the parameters for the
waveform.

Identify the highlighted step with a unique name. You
cannotedit the number.

Events/Actions Add events that the system looks for during the step
and theactions that the system performs when the
event occurs.

Data Select the criteria for data acquisition during the step.
You cankeep the method settings from the Test Control
> Data screen, opt for no data acquisition, or customize
the data criteria for the step.

Events and Actions for a Step

In a TestProfiler method, the Events/Actions tab is where you add events that the
system looks for during the step and add the associated actions. When the event
occurs, the system performsthe associated actions.

Every step includes a Step completion event with the Go to step action set to Next step.
This event and associated action defines the next step in the test sequence when the
system completes the current step, as per the selected parameters under the Control
tab. You can editthe Go to action to select another step in the test sequence, end the
test or create a loop that repeats a group of steps. Note that the Step completion event
and associated action cannot beremoved from the step.

You can add additional events to a step that also have a Go to step action. When there
are multiple events with a Go to action, the system will perform the action associated
with the firstevent that occurs.

If auto balance is the selected step type, then the default Step completion event is the
only validevent. You cannot add additional events to an auto balance step.
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Control Events/Actions Data

Events Event setup: Step completion

When the highlighted step is complete, the system performs the
actions shown in the Actions list.

Use the Actions add button to create additional actions for the
Step completion event.

Use the Events add button to add another event in this step. Then
add actions for the new event.

Type:

Description: Step completion

Actions for Step completion

Events
The types of events that the system can look for during a test sequence are:

e Step completion

e Break detector event
e Calculation event

o Digital input event

e Measurement event
e Step entry event

e Variable event

You can change the name of the event in the Description field. The new name will
appear in theEvents list and in the heading of the Actions list.

Actions
The actions created for an event will be performed in the order that they are listed in the

Actionslist, except the Go to action. The Go to action is always the last action performed
by the system. Use the arrow keys next to the list to edit the order.
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The types of actions that the system can perform are:

Type of Action

Go to Step

Pause the Test

Play a wav file

Show a message

Description

When the associated event occurs, the system will proceed
to the step specified in the Go to field. The default setting is
Next step sothe system will perform the next step in the test
sequence. Other options include:

All other steps in the test sequence.

End the test. When the associated event occurs, the system
ends thetest.

An event can only have one Go to action.
Note: The Loop option is only available for
theStep completion event.

The system temporarily suspends the test when the associated
eventoccurs. A message displays to confirm that the test is
paused. Use the Message field to edit the message that
displays when the pause action occurs. When you are ready to
resume the test, use the Resume button.

To close the message while the test remains in the paused
state, usethe Dismiss button. If the message is dismissed, you
will need a soft key configured for the pause/resume feature to
continue the test.

Use the Console settings button in the console area to
configure asoft key with the pause/resume action.

The system plays the specified wave file when the associated
eventoccurs. The wave file makes an audible sound to
indicate the event has occurred. Use the Browse button to
find one of the wave files provided with the software or your
own wave file.

The system displays the message created in the Message field
when the associated event occurs. The test continues without
interruption. Use the OK button to dismiss the message during
a test.
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Set a digital output When the associated event occurs, the system sends a
signal through the digital output line to an external device.
There are twostates available for digital output lines:

On
of
f

Note: The digital line names and these two states are the
same as the labels specified in the Digital Outputs tab in the
Frame Settingsarea of the console.

Use Single pulse to change the action for a specified period of
time.When enabled, the system changes the action for the
specified period of time and then reverts the output line back
to the initial setting.

Set a temperature Select the temperature measurement that is associated with
the temperature device and set the temperature set point. The
system sends the temperature set point to the device and the
device adjusts its temperature to reach the set point. The
temperature set point maybe an absolute or relative
temperature value.

If the temperature device is a furnace with three controllers,
you mustadd a separate action for each temperature set point
that is required.This provides a way to set individual
temperature set points for each controller inside the device.

Note that the system only sends the command to the device. It
does not wait until the temperature set point is satisfied before
proceedingto the next step in the test sequence.

Set a variable Select a specimen number input (or sample number input)
and specify the desired value. When the associated event
occurs, thesystem changes the original value for the
variable to the value specified for this action.

The original value is specified on Specimen > Number

Inputsscreen (or Sample> Number Inputs) or entered as
an operatorinput at the start of the test.

You can change the name of the action in the Description field. The new hame will
appear in theActions list.
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Data Capture Criteria

In a TestProfiler method, the default data capture setting for a step in a test sequence is the
method scheme specified on the Test Control > Data screen in the Method menu.

However, a TestProfiler method provides additional options that let you customize the data
capture settings for selected steps in the test sequence. The TestProfiler data capture options

include:

Method Scheme

Override Method Scheme

No Data

The highlighted step uses the data capture scheme specified on
the Test Control > Data screen in the Method menu. This is the
default setting for all steps except auto balance. When this
option is selected, you can view the data capture parameters in
the method scheme, but you cannot edit these parameters from
the Data tab. You must navigate to Test Control > Data to edit
these parameters.

Enables the data capture parameters shown on the Data tab so
you can edit the parameters for the highlighted step. Any
changes made under this option will only apply to the currently
highlighted step.

Within the limits of the controller for the system, you can
establish up to three measurements to control how frequently
data is captured. All three criteria operate independently and the
system captures the data from all available measurements when
any of the specified intervals occur.

The system collects no data from any measurements during the
currently selected step.

At a minimum, the system will capture the first data point and the last data point in a step. For a
cyclic waveform step, the system will capture at least the first and last data point for every
loading and unloading zone completed during the step. The only time no data is captured during
a step is when No data is specified.

Control

Data capture scheme:

Criteria 1

Measurement 1:

Interval 1:

Criteria 2

Criteria 3

Events/Actions

Override method scheme
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End of Test Sequence

In a TestProfiler method, there are several ways to end a test:

o When one of the End of test criteria is satisfied. The End of test criteria are set on the
Test Control > End of Test screen. These criteria operate independently and the first one

that is satisfied stops the test.

e When the system completes a step and the Step completion event is set to End the test.

e When an event triggers a Go to action that is set to End the test.

o When the system completes the last step in the test sequence, even if the Step

completion event is set to Next step.

You can also select an End of test action on the Test Control > End of Test screen that defines
the behavior of the crosshead/actuator when the test is ended. The system will perform the End
of test action when the test ends by any one of the above options.

Test Profiler Zones

A test sequence is broken up into a number of test zones.

The following steps or actions in TestProfiler use one or more zones in a test sequence:

Steps/Actions Zones Used
Temperature soak 1 zone
Preload 1 zone
Auto balance 1 zone
Precycling 2 zones
Relative ramp 1 zone
Absolute ramp 1 zone
Hold waveform 1 zone
Cyclic waveform 2 zones
TestProfiler auto balance 1 zone
Pause the test action 1 zone
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The pre-cycling and cyclic waveform require two zones (loading and unloading) because the
crosshead cycles in both directions between two points.

The following items do not require additional zones, and thus are not limited by the number of
available zones:

e The number of cycles in a cyclic waveform.
e The number of loops repeated in a looping action.

e The number of pauses in the test sequence.

Cycle Counting

In a cyclic waveform step, the system counts the number of times the crosshead/actuator moves
between the maximum value and minimum value. When the specified number of cycles is
complete, the system proceeds to the next step specified in the test sequence. The system
counts the cycles in increments of half cycles.
Example 1 - Initial direction is Maximum
When the initial direction is Maximum:

o The first half cycle is counted when the system reaches the maximum value.

e A complete cycle is counted when the system reaches the minimum value.
Example:

A test sequence includes an absolute ramp, cyclic waveform and another absolute ramp.

The graph for this test sequence displays as follows:

0.5 1.5 2.5
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The start of the cyclic waveform step is O in the graph. The systems cyclic counter increments to
0.5 when the crosshead/actuator initially reaches the maximum value. The region from O to 0.5
is defined as the “loading” zone. The “unloading” zone is defined as when the
crosshead/actuator is moving to the minimum value for the cycle (from 0.5 to 1.0 in the graph). A
complete cycle includes both the loading and unloading zones.
Example 2 - Initial direction is Minimum
When the initial direction is Minimum:

o The first half cycle is counted when the system reaches the minimum value.

e A complete cycle is counted when the system reaches the maximum value.
Example:

A test sequence includes an absolute ramp, cyclic waveform and another absolute ramp.

The graph for this test sequence displays as follows:

0.5 1.5 4.3

The start of the cyclic waveform step is O in the graph. The systems cyclic counter increments to
0.5 when the crosshead/actuator initially reaches the minimum value. The region from O to 0.5 is
defined as the “unloading” zone. The “loading” zone is defined as when the crosshead/actuator
is moving to the maximum value for the cycle (from 0.5 to 1.0 in the graph). A complete cycle
includes both the unloading and loading zones.

Loop Counting

A Step completion event in a TestProfiler method can include a loop that repeats specified steps
in the test sequence. When Loop is enabled, the system goes to the step identified in the Loop to
field and repeats the test sequence from the Loop to step until the system returns to the step
that initiated the loop. The system repeats the loop for the specified Number of loops.

The system counts a complete loop every time the system completes the step that initiated the

loop. Note that the system counts the initial run through the test sequence as the first complete
loop.
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Looping example:

The test sequence in this example includes 3 steps:

1. An absolute ramp with an end of ramp value of 5mm.

2. A cyclic waveform step that cycles the specimen three times between 5mm and 10mm.
3. An absolute ramp with an end of ramp value of Omm. The third step includes a loop with
the following settings:
a. Loop to: Step 2
b. Number of loops: 3

The graph below shows the test sequence:

12

1 0 1 " xrll l1| i J Inl

The system performs steps 1 through 3 in the test sequence and the systems loop counter
counts one complete iteration of the test sequence. The step completion event for Step 3 has
Loop enabled so the system returns to step 2. The system repeats step 2 and 3 again and the

system’s loop counter counts two complete iterations of the loop.

The loop is then repeated again for a total number of three iterations. The system counts a
complete loop every time the system completes the step that initiated the loop (Step 3 in the

above example).
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System Restrictions

Consider the following restrictions on the testing system when you create, edit, or
perform aTestProfiler file:

Set the limit stops on the frame to limit crosshead travel, and set adequate transducer
limits toensure the safe operation of the testing system.

Set all available limits before using the system to avoid crosshead over travel, contact

betweengrips and fixtures, overloading any component of the load string, or over travel
of a contacting extensometer.

e Although the system warns that a test may exceed the performance envelope of the
system, it does not restrict a TestProfiler method from performing the test unless a

transducer defined for control is not connected or calibrated.

e The ball screws of frames built prior to 1994 were not designed for through-zero force
cyclic testing. These systems may display a nonlinear bump at the zero force point.

e Check that the testing system is capable of achieving the parameters that you set in a
TestProfiler method. TestProfiler methods does not limit the parameter values.

TestProfiler Examples

The following examples will help with setting up common tests along with illustrating
how to setup a practical application.

Foam Compression Test

This example focuses on setting up the TestProfiler method to compress a foam
specimen. It does not provide specific test requirements such as rates, values and other
parameters that aredependent on the type of foam under test.

This example shows how to set up a test that compresses a foam specimen by a
specified percentage of the specimen height. In this example, the specimen will be
compressed 25% of itsheight.

Test requirements:

e Preload the specimen to a specified force value.

o Determine the distance that the anvil travels to reach the point at preload (“A” in the
graphic). This is the Distance at preload variable in the TestProfiler method.
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o Determine the distance between the anvils while at the preload value (“B” in the graphic).

e Compress the specimen 25% of the distance between the anvils while at the preload
value.

=}
P S

The TestProfiler test sequence is:

Create a specimen number input

1. Create a compression TestProfiler method.
2. Select Specimen > Number Inputs in the Method menu.
3. Edit Specimen number input 1 to:

a. Prompt: Distance at preload

b. Unit group: Length

Create the test sequence

1. Select Test Control > Test in the Method menu.
2. Select absolute ramp to create the first step in the test sequence.

3. Use and select relative ramp to insert the next step.
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Set the parameters for

1.
2.
3.

ok
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Select Step 1 in the test sequence.
In the Properties area select the Control tab.
Set the following parameters:
a. Control mode: Displacement
b. End of ramp type: Measurement value
c. End of ramp measurement: Force
Select the Events/Actions tab.
Use next to the Actions for Step completion list to add an action for the Step 1 completion
event.
In the Type field, select Set a variable.
In the Variable field, select Distance at preload.
In the Value field, select to open Expression Builder.
In Expression Builder, expand Physical measurements in the Variables list and select
Displacement.

10. Select OK to close Expression Builder.

Based on the above parameters, step 1 commands the system to do the following:

The system is controlled by displacement.

The system compresses until the force measurement attains the specified End of ramp
value. The specimen is now preloaded to the required value. This completes step 1.
Upon completing step 1, the system performs the two actions specified under the
Events/Actions tab for step 1:

o Sets the value for the Distance at preload variable to the current displacement
value.

o Proceeds to the next step as defined by the Go to step action.

Set the parameters for Step 2

Select Step 2 in the test sequence.
In the Properties area select the Control tab.
Set the following parameters:
a. Control mode: Displacement
b. Delta measurement: Displacement
c. Delta: ("Anvil height" - "Distance at preload")*.25
Select to open Expression Builder and create the delta expression:
a. Anvil height is found under Specimen properties in the Variables list.
b. Distance at preload is found under Specimen number inputs in the Variables list.

Based on the above parameters, step 2 commands the system to do the following:

58

The system is controlled by displacement.

Determines the distance between the anvils while at the preload value by subtracting the
Distance at preload from the Anvil height.

Compresses the specimen 25% of the distance between the anvils while at the preload
value. This completes step 2.

Upon completing step 2, the system ends the test because it is the last step in the test
sequence. The system performs the end of test actions specified on the Test Control >
End of Test screen.
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Trapezoidal Waveform

This example focuses on setting up a tension TestProfiler method to create a
trapezoidalwaveform. It does not provide specific test requirements such as rates,
values or other parameters that are dependent on the type of specimen under test.

Test requirements:
e Absolute ramp that ends when displacement reaches 50mm.
e Hold the specimen at 50mm for 30 seconds.

e Absolute ramp that returns to zero displacement.

The graph of a test would appear similar to:

The TestProfiler test sequence is:

Create the test sequence

Create a TestProfiler method.

Select Test Control > Test in the Method menu.

Select absolute ramp to create the first step in the test sequence.
Use and select hold waveform to insert the next step.

Use and select absolute ramp to insert the next step.

arwONPE
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Set the parameters for

1. Select Step 1 in the test sequence.

2. In the Properties area select the Control tab.

3. Set the following parameters:
a. End of ramp type: Measurement value
b. End of ramp measurement: Displacement
c. End of ramp value: 50mm

Set the parameters for Step 2

1. Select Step 2 in the test sequence.
2. In the Properties area select the Control tab.
3. Set the following parameters:

a. Control mode: Displacement

b. End of hold type: Duration

c. Duration: 30s

Set the parameters for Step 3

1. Select Step 3 in the test sequence.

2. In the Properties area select the Control tab.

3. Set the following parameters:
a. End of ramp type: Measurement value
b. End of ramp measurement: Displacement
c. End of ramp value: Omm

To repeat the trapezoid multiple times, you can create a loop to repeat steps 1 through
3 for aspecific number of loops.
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Test Sequence with Multiple Plateaus

This example focuses on setting up a tension TestProfiler method to create a test
sequence with multiple plateaus at different forces. It does not provide specific test
requirements such as rates,values or other parameters that are dependent on the type of
specimen under test.

Test requirements:

e Apply a specified force to the specimen. For this example, 100N.

e Hold the specimen at the specified value for a specific period of time. 30s.
e Increase the force again by the same specified value.

e Hold the specimen again for the same period of time.

e Increase the force again by the same specified value.

o Hold the specimen again for the same period of time.

The graph of a test would appear similar to:

This test sequence can be created in a TestProfiler method as follows:

e Scenario 1-Basic test sequence
e Scenario 2 - Using a loop
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Scenario 1 - Basic test sequence

The TestProfiler test sequence is:

"/" I B I "/" l B l "/"

Create the test sequence

Create a TestProfiler method.

Select Test Control > Test in the Method menu to create a test sequence.
Select relative ramp to create the first step in the test sequence.

Use and select hold to insert the next step.

Use and select relative ramp to insert the next step.

Use and select hold to insert the next step.

Use and select relative ramp to insert the next step.

Use and select hold to insert the next step.

NGO REWNMRE

Set the parameters for Step 1

1. Select Step 1 in the test sequence.
2. In the Properties area select the Control tab.
3. Set the following parameters:

a. Delta measurement: Force

b. Delta: 100N

Set the parameters for Step 2

1. Select Step 2 in the test sequence.
2. In the Properties area select the Control tab.
3. Set the following parameters:

a. Control mode: Displacement

b. End of hold type: Duration

c. Duration: 30s

Set the parameters for Step 3

1. Select Step 3 in the test sequence.
2. In the Properties area select the Control tab.
3. Set the following parameters:

a. Delta measurement: Force

b. Delta: 100N

Set the parameters for Step 4

1. Select Step 4 in the test sequence.
2. In the Properties area select the Control tab.
3. Set the following parameters:

a. Control mode: Displacement

b. End of hold type: Duration
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c. Duration: 30s
Set the parameters for Step 5

1. Select Step 5 in the test sequence.
2. In the Properties area select the Control tab.
3. Set the following parameters:

a. Delta measurement: Force

b. Delta: 100N

Set the parameters for Step 6

1. Select Step 6 in the test sequence.
2. In the Properties area select the Control tab.
3. Set the following parameters:

a. Control mode: Displacement

b. End of hold type: Duration

c. Duration: 30s

Scenario 2 - Using a loop

The TestProfiler test sequence is:

Create the test sequence

1. Create a TestProfiler method.

2. Select Test Control > Test in the Method menu to create a test sequence.

3. Select relative ramp to create the first step in the test sequence.
4. Use and select hold to insert the next step.

Set the parameters for Step 1

1. Select Step 1 in the test sequence.
2. In the Properties area select the Control tab.
3. Set the following parameters:

a. Delta measurement: Force

b. Delta: 100N

Set the parameters for Step 2

1. Select Step 2 in the test sequence.
2. In the Properties area select the Control tab.
3. Set the following parameters:
a. Control mode: Displacement
b. End of hold type: Duration
c. Duration: 30s
4. Select the Events/Actions tab.
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5. Select Go to step listed under Actions for Step completion.
6. In the Go to field, select End the test.
7. Enable Loop and set the following parameters:

a. Loopto:Step 1

b. Number of loops: 3

Action Set a Temperature

This example focuses on setting up a TestProfiler method to include an action that sets the
temperature inside a temperature device. It does not provide specific test requirements such as
rates, values or other parameters that are dependent on the type of specimen under test.

A TestProfiler method can be customized to heat or cool a specimen to a specified temperature
during a test.

Test requirements:

e System must be configured with a temperature device.

e At the start of a hold step, set the temperature as required for the test. In this example,
the temperature must be 25° C.

The TestProfiler method can be set up to include a temperature set point command in a variety of
ways. Refer to the following scenarios:

e Scenario 1-“Set the temperature” action
e Scenario 2 - Step ends when the device reaches the temperature set point
e Scenario 3 - Device has three temperature controllers

Scenario 1 - “Set the temperature” action

Select Measurements > Setup to create a measurement for the temperature controller.
Select Test Control > Test in the Method menu and select the hold step.
In the Properties area select the Control tab.
Set the control parameters as required for the test.
Select the Events/Actions tab.
Use next to the Events list to add a new event.
In the Type field, select Step entry event.
Use next to the Actions for Step entry event list to add an action for the system to perform
at the start of the hold step.
In the Type field, select Set a temperature and set the following parameters:
a. Measurement: Temperature
b. Temperature set point: 25° C.

PN RE®WNE
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In this scenario, the system sends the set point command to the temperature device at the start
of the hold step. The hold step ends when the End of hold parameters set on the Control tab are
satisfied. The system does not wait until the set point is reached before proceeding with the test
sequence.

Scenario 2 - Step ends when the device reaches the temperature set point

If the test requires that the system maintain the hold waveform until the temperature device
reaches the set point, you can add a measurement event to the hold step:
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Select Measurements > Setup to create a measurement for the temperature controller.
Select Test Control > Test in the Method menu and select the hold step.
In the Events/Actions tab for the hold step, use next to the Events list to add a new event.
In the Type field, select Measurement event and set the following parameters:

a. Measurement: Temperature

b. Value criteria: Equals or passes through

c. Value:25°C
Use next to the Actions for Measurement event list to add an action for the system to
perform when the measurement reaches 25° C.
In the Type field, select Go to step and set the Go to field to Next step.

When the temperature measurement reaches 25° C, the system proceeds to the next step in the
test sequence.

The measurement event must occur before the “End of hold” control parameters to ensure that
the hold step ends when the temperature device reaches the set point. You may need to edit the
“End of hold” parameters on the Control tab to ensure that the measurement event occurs first.

Scenario 3 - Device has three temperature controllers

The temperature device has three controllers and the test requires the system to maintain the
hold waveform until all three temperature controllers reach the set point. The hold step can be
configured to continue until all three controllers have reached the set point. The test method
requires:

A number input “Controller count” that tracks the number of controllers that have
reached the set point.

Three temperature measurements: one for each temperature controller.
A variable action at the start of the hold step that sets Controller count to O.

Variable actions that increment Controller count when each of the temperature
measurements reaches the set point.

A variable event that defines the end of the hold when Controller count equals 3.

To create this scenario:

n
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Select Specimen > Number Inputs in the Method menu.
Edit Specimen number input 1 to:
a. Prompt: Controller count
b. Unit group: Unitless
Select Measurements > Setup to create a measurement for each temperature controller.
Select Test Control > Test in the Method menu and select the hold step.
Use next to the Events list to add a new event.
In the Type field, select Step entry event.
Use next to the Actions for Step entry event list to add the following actions for the start
of the hold step:
a. Set a temperature. Select temperature measurement #1 and set the
Temperature set point to 25° C.
b. Set a temperature. Select temperature measurement #2 and set the
Temperature set point to 25° C.
c. Set a temperature. Select temperature measurement #3 and set the
Temperature set point to 25° C.
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d. Set a variable. Select Controller count as the variable and set the value to O.
8. Use next to the Events list to add the following events:
a. Measurement event. Select temperature measurement #1 with value criteria
Equals or passes through and value 25° C.
b. Measurement event. Select temperature measurement #2 with value criteria
Equals or passes through and value 25° C.
c. Measurement event. Select temperature measurement #3 with value criteria
Equals or passes through and value 25° C.
9. For each measurement event, use next to the Actions for Measurement event list to add
a Set a variable action.
10. Select Controller count as the variable and use Expression Builder to set the value to:
a. "Controller count"+1
11. Use next to the Events list to add a Variable event with the following event parameters:
a. Variable: Controller count
b. Value criteria: =
c. Value:3
12. Use next to the Actions for Variable event list to add a Go to step action with Go to set to
Next step.

When the system starts this hold step during a test, the system does the following:

e Sets the Controller count variable to 0.

e Sends the command to each temperature controller to adjust the temperature to 25° C.

o When each temperature measurement reads 25° C, the system increments the current
value for the Controller count variable by 1.

e When the Controller count variable event reaches 3, the system performs the “Go to
step” action, which is defined as the next step.

The Controller count variable event must occur before the “End of hold” control parameters to
ensure that the hold step ends when the Controller count variable input reaches 3. You may need
to edit the “End of hold” parameters on the Control tab to ensure that the measurement event
occurs first.
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Chapter 6
Traceability (local)

Traceability Overview

Traceability is an optional feature in the software that is only available if purchased.

Traceability creates an audit trail that provides a chronological record of activity made to your test methods
and sample files. Most activities completed in the software are saved to an audit trail database with a date
and time stamp. Documenting the sequence of activities ensures that your testing processes remain
consistent and reliable over time, thus maintaining a high level of data integrity.

The Traceability feature has two components:

e An audit trail database that maintains a history documenting the changes, actions, and reviews
done on a Bluehill system.

e Signature requirements to document who has performed an action or changed a file. Sighature
requirements can also be used as a review process to ensure any changes to a file are reviewed
and validated.

Traceability works in conjunction with the system security to provide the following advantages:

o User access is limited by security permissions.

e Track changes made to test methods and sample files by requiring the individual to acknowledge
the changes with an electronic signature.

e Prevent the use of revised methods or samples until the changes have been reviewed by a
secondary reviewer, and tertiary reviewer if required. Reviews are accepted or rejected with
secondary and tertiary sighatures.

e Maintain a history of changes, actions, and reviews done in the system, which is saved to a local
database. This audit trail is fully searchable directly from the Bluehill software.

Note: If the system security is disabled, the Traceability feature is also disabled. When the security is re-
enabled, Traceability will also need to be reconfigured.
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Traceability Setup

The Traceability > Setup screen is where you enable the audit trail tracking by creating a connection to a
database. The database is where the Bluehill system saves information on most activity performed in the
software and provides an audit trail that is a chronological record of activity made to your test methods and
sample files. You must have Configure Traceability permission under Security on the Admin tab to access
this screen. If the system security is disabled, the Traceability feature is also disabled. When the security is
re-enabled, Traceability will also need to be reconfigured.

B o nwersa _ o x
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Configure the components of the system and set system preferences.
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Conbguration Freforsnces
Reviews | Audit trail

Augdit Trail Al il storage ype:

Signatures Connection seftings

Setup Ser (Loc
BluchilAudilLog
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Audit Trail Storage Type
o Local database: Audit trail information is saved to a local database.
o None: No audit trail information is saved
Server name: (local)BLUEHILL
o This is the SQL Server instance hosting the Traceability database; it is created during
Traceability SQL Server setup
Audit trail database: BluehillAuditLog
o This is the Traceability database name; it is created during Traceability SQL Server setup
Authentication Type
o SQL authentication: SQL Server authenticates database user access
o Windows authentication: Windows authenticates database user access
User name
o SQL user created during Traceability SQL Server installation
Password
o SQL user password created during Traceability SQL Server installation
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Signature Configuration

The Admin > Traceability > Signatures screen is where you set the sighature requirements for tracking
changes to the various components of a sample file. You must have Configure Traceability permission
under Security on the Admin tab to access this screen.

Note: Users cannot approve their own changes. Also, the same user cannot sign both secondary and tertiary
reviews for the same pending changes.
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Configure the components of the system and set system preferences
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Configuration Preferences Traceabiiity atabase

Reviews

Signatures
Audit Trail Report templates: No signature required

Signature settings

One signature

Signatures Methods: DETEITS The primary signature identifying the team member that made changes 10 a file
- and provides a summary of the changes made.

Setup Secondary signature:

Two signatures

Requires a secondary signature acknowledging the changes have been

Tertiary signature: reviewed by a member from the secondary review group.

Enforce signature order: Three signatures

Requires a tertiary signature acknowledging ancther level of review by a
Samples: Ones e member from the tertiary review group.

The three review groups can be organized as desired. For example, each group
PDF reports: One st ¢ can represent a separate department in the organization, or each group can
represent different levels of management. Users are assigned to a review group
: under Security > Users.
Options i

Require a comment when submitting or approving
a document

Signature required

Comment P Required field

User name:
Password: P Required fieid

Cancel

ADMINISTRATOR | Demo | Notesttype | Sample: Closed | Method: Closed | Report: |
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Tracking Activity with Signatures

Traceability can include a review process to ensure changes are approved before the revised files are
implemented. Review signatures are also recorded and saved to the database.

When signatures are required, the system requests the user name and password when any changes are
saved. This information is recorded and saved to the audit trail database to maintain a history of changes,
actions, and reviews done in the system.

Signature levels can be assigned as follows:

Signature option Description

No signature required | The system does not require a signature when a file is changed and no further
review is required.

One signature Requires the signature of the person that changed the file. This is the primary
signature and acknowledges that the person editing the file has completed their
work. The signature is required upon saving the file. Primary signatures provide a
summary of the changes made, the date and time the changes are saved, and
identifies the person that saved the file.

For the PDF report, the signature identifies the individual that finished the sample
and generated the PDF report.

Two signatures Requires a secondary signature that acknowledges the changes have been reviewed
by an individual from the review group assigned to Secondary signature. Secondary
sighatures provide a date and time when the changes are approved and identifies
the reviewer.

Three sighatures Requires a tertiary signature that acknowledges another level of review by an
individual from the review group assigned to Tertiary signature. Tertiary signatures
provide a date and time when the changes are approved and identifies the reviewer.

Enable Enforce signature order to require the secondary signature must occur before
the tertiary signature.

Go to the Security screen on the Admin tab to determine if you are included in a review group.

If “require a comment” when submitting or approving a document is enabled, the person sighing a file
must enter a comment with their user name and password. The comment is also saved in the audit trail
database.

An individual can only sign a file once. If you are the primary signature, you cannot also sign as the
secondary or tertiary reviewer. If you are in the secondary or tertiary review group, you will not see any
pending reviews for which you previously signed as the primary signature.
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Traceability Files

The files that may require a signature approval include:

Report template | The report template defines the information included in the sample report and the
layout of the report.

The system tracks the changes made to the report template on the Report tab.

A method file includes a link to the report template that is specified in the method.
If changes to the report template are pending a secondary or tertiary review, neither
the method or the report template can be used for testing until the report review is
complete.

Method file A method is a set of defined parameters that the system uses to perform a test,
analyze the test data and produce calculated results.
The system tracks the changes made to the method parameters on the Method tab.
If changes to a method are pending a secondary or tertiary review, then the method
cannot be used for testing until the review is complete.

Sample A sample file includes the test parameters that were used to test the specimens in a

sample and contains all of the test data for each tested specimen.

The system requires a primary signature every time the sample is saved and when it
is finished. This signature tracks:

o the tested specimens
e changes made to the tested specimens on the Test tab
e changes to the method parameters
e changes to the report parameters
PDF report Upon finishing a sample, the system automatically generates a PDF of the report, as

defined by the report template. The individual that finishes the sample is also
documented as the author of the PDF report.

After a primary signature is completed, the system sends the revision information to the database. If a
review is required, the system issues a review task on the Traceability > Reviews screen on the Admin tab.
The reviewer can go to the Reviews screen in the software to review the changes and either approve or
reject them.
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Revision History with Traceability

é Method Revision History
‘Summary of pending and historical changes.

Revision History

ltem added

Signatures

Affected item

Results Table 2: Start date

New value

Start date

Previous value

ltem added

Results Table 2. End date

End date

ltem added

Resulis Table 2. Pass/Fail

Pass/Fail

ltlem added

Resulis Table 2: K-Value

K-Value

Item added

Resulis Table 2: Energy at Maximum Force

Energy at Maximum Force

Iltem added

Resulls Table 2: D nt at Maximum Force

D at Maximum Force

ltem added

Results Table 2: Rale 1

Rale 1

Unit modified

Value modified

Results Table 2: Rate 1

Ganaral- System of units

mm/s

si

mmimin

Value modified

w12 7:10 PM - Revision 1° FanninWi- update method test rate

Value modified

General: Method description

Test Rate 1

Pass/Fail Example Method

add lest date to result table, add date to method paramelers

75.00 mm/min

0.00 mmimin

ltem added

Resulls Table 1: Start date

Start date

Item added

Reports - Method Parameters: Method name

Method name

When the Audit trail component of the Traceability feature is activated on the Admin tab, the Save revision
history option is automatically enabled and it cannot be disabled.

When Save revision history is enabled on the Method tab (or Report tab), the system saves the changes to a
revision number every time the file is saved. The Revision History dialog includes a summary of the changes
made, the date, and time of each revision.

With the Traceability feature activated, the system includes the user name of the person that saved each
revision in the Revision History dialog. The system also sends the revision information to the audit trail
database that is specified on the Traceability > Setup screen on the Admin tab.

The audit trail database is fully searchable directly from the Bluehill software.

When Save revision history is initially activated, the system displays the revision history link as Revision O
on the General screen. In Revision 0O, the system only displays the currently pending changes. Once the file
is saved, the link displays as Revision 1. The Revision History dialog for this version includes the changes
saved in Revision 1 along with any pending changes made since the file was last saved. Every time the file
is saved, the system saves the changes to the Revision History dialog and increases the revision number.
You can use the dialog to view the entire history of changes to the file.
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When editing a file, the system tracks the pending changes. To view these changes, open the Revision
History dialog using any one of the following options:

e Select
template).

from any screen on the Test tab or Method tab (or Report tab if editing the report
e Go to the General screen under the Method tab (or Report tab if editing a report template) and select
the Show pending revisions link.
Save the file. The Save As dialog includes a summary of the pending revisions.
The system displays all the pending revisions since the file was last saved. The information includes the
parameter that was changed along with the previous value and the new value. When the file is saved, the

system clears this dialog.

Pending changes that were rejected or yet to be approved will prevent further changes:

Q Method file requires approval

The Methad file (C\Users\FanninviDocuments\Users\FanninWiDocuments
\BH3 Applications\BH General Info\Cook Medical.im_tens) has pending
changes. Obtain the necessary signatures before testing can proceed.

OK

ﬂ Method file requires approval

Changes to the Methad file (C:\Users\FanninWiDocuments\Users\FanninWi
\Documents\BH3 Applications\BH General Info\Cook Medical.im_tens) have
been rejected. Obtain the necessary signatures before testing can proceed.

OK

Q Sample file requires approval

The sample file {C:\Users\Public\Documents\instromBiuehill Universal
\WOutputiWySampleFile_1.is_tens) is currently under review. Additional
changes are prohibited until the review is complete. IT you press OK to
continue testing, you must use Save As to save your changes fo a different
file name.
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Traceability Reviews

The Traceability > Reviews screen is where pending reviews are maintained. Any revisions that require a
review, as determined by the settings on the Traceability > Signhatures screen, are managed here. The table
on the left is a summary of all the pending revisions awaiting review. The information on the right provides
the details regarding the highlighted row in the table.
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Valua modiied | End of test
Sensilwiy 1

Value modified | End of test. End of Step
tost action

Value modiied | Dara: Data capture | Custom setfings | Defaut seftings
schems

Value mexdiied [ Data Inlerval 1 4000 ms: 2000 ms
Value modified [ Data: Griteria 2 False True

Value modified | Database export | True False
Export specimen
informatien o the

Nurber of enties. 1 Reject

Suppot | INSTRON | Dima | M e Giuzed | Mcthod: Closed | Report. Clased |

The table can be filtered using the following options:
e My to review: the table shows only the pending reviews based on the reviewer level assigned to you.
For example, if you have Secondary reviewer permission enabled under Security on the Admin tab,
you can only see revisions that are pending a secondary signature.

e My reviewed: the table shows only the reviews that you have reviewed and either accepted or rejected.

e All to review: the table shows all revisions that are pending either a secondary review or a tertiary
review.

e My changes pending review: the table shows only the revisions that you have submitted for review and
are still pending.

All users have access to the Traceability feature to view the status of pending revisions. However, you
must have the appropriate permissions enabled under Security on the Admin tab to approve or reject
pending revisions.

When a revision is either approved or rejected, the system sends this information to the audit trail
database.
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Traceability Audit Trail

The Traceability > Audit trail screen provides access to the audit trail database. All users have access to this
screen and can search the database using filters.

B0 e unversat — O X
Displacement [mm] Force [kN] I:I
.0000 .0000 Ll

ft < )
CoNMguee the COMPONENTS Of e SYSIEM and SEt SySIem pref: es

Reviews
Audit Trail
Signatures Eniry ype Date « Conterd type e Deseriptan Modify Method

S . A 122172019 52317 PA
Setup » 122112019 523 FM Mt ?

Details

1221201520 M . Vatnod © e e | Jansion mevod sered
Action Affected item New value Previous value

LROEITIM | Famind | Wathod g WAODUNOTS 11100 methodsaved ¥ 12/21/2019 5:23:17 PM - Revision 3: FanninWi- upda

Results Table 2: Start | Start dale
2RIz 58 M v Tracsavity senngs Sinanre setungs cnan date

PRI T — PR et Tale 2 End | End

12212019 148 FM | INSTRON Traceabilty sefings stia o Results Table 2: Pass/Fail
PassiFail

12212019 148PM | INSTRON Securily setings curity type chans Resulls Table 2: K- | K-Value
Value

12212010 106 FM | INSTRON Results Table 2: Energy at Maximum
Energy at Maximum | Force

12202019 £54PM | INSTRON Force

12162019725FM | INSTRON - Resuils Table 2: Displacement at
Displacement at Maximum Force
Maximum Force

Results Table 2: Rate | Rate 1
1

12162019719 FM | INSTRON Traceabilty seftings

l‘iesun& Table 2: Rate | mm/s

Number of entries: 12

wpe | Sampls: Closed | Mathod: Closed

Filters include:

o Entry type: select the type of action performed on this system. The table displays all database entries
classified as the selected entry type.

o Filter by date range: the system further filters the table to show only the entries that were completed
within the specified date range.

e User: enter a user name to further filter the table to show only the entries that were completed by that
user.
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Use the following Audit Trail controls to further customize the table of entries:

76

Button Name

Function

Refresh Refresh the table of entries

Details Show or hide the section that displays
the details of the entry highlighted in the
table

Search Search the database for a specific word
or phrase. A Search field displays above
the table of database entries

Print Print the current table of entries
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Security Configuration

The Security screen on the Admin tab provide the security parameters that limit access to the software in
order to protect your system, methods and sample files.

o

Displacement [mm] Force [kN]
.0000 .

S 8 Admin
‘Configure the components of the nd set syslem preferences.

Canfiguration Fres

Active directory securi ctive directory i o groups sat up on tha network. Cx apartment for assistance in sefting up the network groups
Y ty Selo 0 assign a group 1o each typa of per sars. that are inc assigned group hava those rights.

FanninWi Status
iliam Fanning

BluehalAdminisirators.
BluehilAdminisiraors
BluehilAdminisiral

BluehlAdminisiralors

BluehdlAdminisiralors.

BluehalAdminisirators.

Tertiary reviewer BluehilAdminisirators

Edit

’
permissions

Disable security

Suppot | FanainWi

When security is enabled the software can:

Requires a person to log in to the software.

Limits access to the software based on the permissions authorized for the user.

Limits ability to edit existing specimens or samples based on the permissions authorized for the user.

Limits ability to change the configuration of the system, including Operator Protection, based on the

permissions authorized for the user.

Identifies the currently logged-in user in the status bar and the home screen.

e Saves the user name of the person who ran the test. The user name can be added to the results table.

e Saves the user name of the person who last saved a method. The user name displays as the Method
author in the preview section of either a method or a sample. The Method author can be added to the
method parameters for a report or to exported content.

e Saves the user name of the person who last saved a sample. The user name displays as the Sample
author in the preview section of the sample. The Sample author can be added to the report content
under the Report tab.

e The current user can be added to the header or footer of a report.

Product Support: www.instron.com 7


http://www.instron.com/

Security can be configured to allow specific permissions for each user or for groups of users. Each type of
security assigns these permissions in a different way.

The types of security are:

e Active Directory
e Bluehill Security
e  Windows Security

Active Directory

The active directory security links to a network domain that is managed by your network administrator. In
the software, the security permissions are assigned to a group and any user that is included in that group
has those rights. The user groups are created and managed by the network administrator.

This type of security requires very little maintenance from within the software. After a group is assigned to
each permission, any changes to the users included in a group is done by the network administrator. You
will need to work with your IT department to request changes to these groups.

Before enabling the active directory security, it is important to establish the groups that are required and
the users that are included in each group. Provide this information to your network administrator to
implement on the network domain. Then the security can be activated and a group assigned to each
permission.

The software includes two common groups: All users and No users. These groups are not managed by the
network administrator. These groups provide a simple way of either allowing or prohibiting all users from a
specific task.

After the security is activated, all users must log in to the software. Users log in to the software with the
same login credentials they use to access the network.

All users have access to the Security screen on the Admin tab. The user that is currently logged in displays
and the Status column displays the permissions for this user. If you need additional permissions, contact
your manager to request being added to the assigned group.

Users with Configure security permission can modify the group assignments using the Edit button.
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Bluehill Security

Bluehill security is internal to the software and is based on creating a user profile for each person that
requires access to the system. After the security is activated, all users must log in to the software.
Permissions are organized into three user types that provide different levels of access to the software.
There must be at least one user designated as an administrator in order to manage the security feature
and user profiles.

User Information

User information displays on the Security > Users screen on the Admin tab tab and provides basic
identification information. Every user has access to this section in order to edit their own information as
necessary. Each user can also change their own password, if desired.

When the administrator creates a new user profile, a password must be set. The new user should change
the password upon logging in for the first time. The setting Change password on next login allows the
administrator to require the new user to reset the password.

When the user logs in the next time and changes the password, this setting is disabled automatically.
Only the administrator can set this parameter.

Permissions

The Permissions section determines what each user can do within the software. An administrator creates a
user profile for each person and assigns a user classification of Administrator, Manager or Operator. The

type of classification that is assigned determines the level of access within the software.

Each user profile, regardless of the user type, can be further customized with the listed permissions.
Disabling these permissions prevent a user from performing that task.

Permissions display on the Security > Users screen on the Admin tab tab. Users can see only their
permissions. Administrators can see every user profile on the system.

Permissions can only be changed by an Administrator.
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Windows Security

The Windows security uses the local user accounts and groups provided by the Windows operating system.
In the software, the security permissions are assigned to a group and any user that is included in that group
has those rights. The user groups are created and managed via the Windows user accounts.

This type of security requires very little maintenance from within the software. After groups are assigned to
the various permissions, any changes to the users included in a group is done via the Windows control
panel, by any user included in the Administrators group.

The software includes several common groups:

All users - By default includes all users. There is no specific group to maintain.

No users - By default excludes all users. There is no specific group to maintain.

Administrators - Includes any user that is included in the Windows Administrators group.

Users - Includes any user that is included in the Windows Users group.

The security feature can be enabled using just the common groups listed above. Additional groups can be
created to further customize the security feature, if necessary. For example, a group can be created for
each permission and then add only the users that should perform each task. It is recommended that you
work with your IT department to create the user accounts and the groups that will be assigned in the
software.

After the security is activated, all users must log in to the software. Users log in to the software with the
login credentials assigned to their user account. All users have access to the Security screen on the Admin
tab. The user that is currently logged in displays and the Status column displays the permissions for this

user.

The permissions in the software are managed by the users included in the group assighed to Configure
security. For these users, an Edit button is available to edit the assigned groups as necessary.
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Comparison of Security Types

Bluehill Security
Application based

Login credentials are managed in
the software.

Users are assigned to one of
three user types with defined
permissions: Administrator,
Manager, Operator.

Additional permissions are
assigned to each user.

User profiles are managed by any
user that is an Administrator user

type.

N/A

Multiple testing systems:

Security is managed separately
on each system.

Each user requires a user profile
on each system.

Product Support: www.instron.com

Active Directory
Network based

Login credentials use the
individual’s network
credentials.

Permissions are assighed to a
group. The groups are created
on the network domain.

Users that are included in the
assigned group have those
rights.

The Permissions section of
security is managed by any
user included in the network
group assigned to Configure
security.

Groups are managed by the
network domain administrator.

Multiple testing systems:

Security is managed separately
on each system.

Network groups are shared
among all systems.

Windows® Security
Computer based

Login credentials are based on
Windows user accounts.

Permissions are assignhed to a
group. The groups are based on
Windows user groups.

Users that are included in the
assigned group have those
rights.

The Permissions section of
security is managed by any user
included in the Windows group
assigned to Configure security.

Groups are managed by any
user included in the Windows
Administrators group.

Multiple testing systems:

Security is managed separately
on each system.

Windows user groups are
managed separately on each
system.
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Security Permissions

The permissions provided within the software security feature determines what each user can do within the
software.

In Bluehill Universal security, each permission is either enabled or disabled. When a permission is enabled,
the user is allowed to perform that task. When disabled, the software prohibits the user from performing
the task.

In Active Directory or Windows security, each permission is assighed to a group. A user must be included in
the group to have access to that area of the software or be authorized to perform that task.

Permission Description
User type In Bluehill security, the type of user determines the level of access to
the software.
Login Allows access to the software by logging in with proper login
credentials.

In Bluehill security, all users have login permissions.

Test specimens Allows access to the Test tab to set up and test specimens.

In Bluehill security, all users can access the Test tab.

Change a tested specimen Allows a user to change values for tested specimens.

For example, when enabled, the user can change the dimensions
shown in the Operator Inputs area after a specimen is tested and
recalculate the results.

Alternatively, to protect the system from obvious bad entries, such as
entering 250mm instead of 25mm, you can assign bounds to these
parameters that prevent operators from entering values outside the
specified range.

Delete a tested specimen Allows a user to delete specimens from a sample.

Deleting specimens is not the same as excluding specimens.
Excluding a specimen only removes the specimen from the statistics
and the specimen can be included again if necessary. If a specimen
is deleted, its data is erased from the test data file and it cannot be
recovered. Specimens in the sample are renumbered. This may not
be desirable if you need to comply with certain standards.

Exclude a tested specimen Allows a user to exclude a specimen from the statistics for the
sample and include a specimen that has been previously excluded.
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Permission

Change workspace properties

Override sample location

Discard the sample

Overwrite an existing sample
via Save As

Description

Enables the properties icon, - ¥, on the Test tab components to
edit the settings for the test workspace. Note that this button
provides limited access to the method tab settings (e.g. graph, result
columns, and web camera settings).

Allows a user to browse to a different folder when using “save as” to
save the sample in a different folder.

A user not authorized for this task can save the sample under a
different name using “save as” but the user cannot browse to a
different folder.

If users will be prevented from changing the sample location, it is
important that the method specifies a default folder. Go to Exports >
File Settings on the Method tab tab to specify a default folder. This
ensures that all samples using this method are saved to the same
folder. If no default folder is specified, the sample will be saved to the
folder used for the previous sample. If it is not the correct folder for
the current sample, an unauthorized user cannot change the folder.

Allows a user to close the Test tab without saving a sample that was
not previously finished or saved. The user can either close the
software or return to the home screen without saving the sample.
Discarding a sample permanently deletes all changes made since the
sample was last saved. These changes cannot be recovered.

A user not authorized for this task must save the sample to close the
Test tab.

Allows a user to save the currently open sample with the Save as
option and enter a previously used sample name. This option
overwrites the previously saved sample. The contents from previous
sample cannot be recovered.

A user that does not have this permission must use the Save option
to save an existing sample with the original file name. When this user
selects the Save as option, the user must create a unique file name
that has not been previously used, thus protecting all previously
saved samples.
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Analyze samples

Edit methods

Configure the system

Configure security

84

The Analysis tab is an optional feature in the software that is only
available if purchased.

Allows access to the Analysis tab in the software. This tab lets a user
replay an existing sample with limited parameters from a different
method.

When a user has access to the Analysis tab, carefully consider
authorizing permission to overwrite samples. If both permissions are
authorized, the user can save a replayed sample and thus overwrite
the original sample. If Overwrite samples is not allowed, the software
prompts the user for a new sample name.

Allows access to the Method tab to edit parameters in a method file.
In Bluehill security, you must be either an Administrator or Manager
to access the Method tab.

Allows access to the following sections on the Admin tab:
Configuration

Preferences > Email

Preferences > Connect
Database

An authorized user can:

e change the configuration of the frame, including Operator
Protection settings

e edit transducer configurations

e configure the TrendTracker database, if purchased

e configure email and Instron Connect

In Bluehill security, you must be an Administrator to access these
sections of the Admin tab.

Allows access to the Security section of the Admin tab. An authorized
user can enable or disable security and edit the permissions.

In Bluehill security, you must be an Administrator to enable or disable
security and edit the permissions.
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Security Permissions for Traceability

Permission

Configure Traceability

Group A reviewer
Group B reviewer

Group C reviewer

View audit trail

Description
Allows access to the Traceability > Setup screen to configure the
Traceability feature and signature requirements.
In Bluehill security, only an Administrator has this permission.

Assign an individual to a review group, or multiple review groups, for
Traceability reviews. When one of these groups is assigned to review a
file, anyone included in the assigned group may complete the review.

Go to Traceability > Sighatures on the Admin tab to specify the signature
requirements for each type of file and assign a review group for each
signature option.

Provides access to the Audit Trail section under Traceability.

This permission is intended for individuals that are classified as Manager
or Operator, but also need access to the team’s audit trail.
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Traceability Workflow

The following process reflects the basic workflow for implementing and using the Traceability feature.
For this workflow, secondary and tertiary reviews are required.

1) Create a local database on the same computer where the system software is installed. Your IT
department or Instron support can provide assistance.

2) Configure the system security using any of the three types: Bluehill, Active directory or Windows security.
The only requirement is to have one or more users with the Configure Traceability permission. This
permission is required to edit the Traceability settings.

3) Go to Traceability > Setup on the Admin tab to enable the audit tracking feature by establishing a
connection to the local database. The software can now track the activity performed in the software.
Changes made to samples, methods and report templates will be saved in the audit trail database.

4) If reviews will be required, go to Traceability > Signatures on the Admin tab to configure the signature
level requirements.

5) Proceed with testing specimens, and editing report templates and methods as necessary. As files are
created or edited, the user that changes a file (sample, method or report template) sighs the revision by
entering a user name and password. The system creates a hew revision to the file, which can be viewed in
the Revision History log. The system also sends the revision information to the audit trail database and
adds a task to the Traceability > Reviews screen on the Admin tab.

6) A user with Secondary reviewer permission under Security must go to the Traceability > Reviews screen
on the Admin tab to review the changes made in the revision. When the review is accepted, the system
sends the approval information to the audit trail database. After the secondary review is complete, the
system adds a new task to the Traceability reviews table for a tertiary review and approval.

7) A user with Tertiary reviewer permission under Security must go to the Traceability > Reviews screen on
the Admin tab to review the changes made in the revision. When the review is accepted, the system sends
the approval information to the audit trail database. After the tertiary review is complete, the file is now
available for testing.

8) To search the audit trail database, go to the Traceability > Audit trail screen on the Admin tab.
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Pre-Installation

Prior to going onsite contact the customer and make them aware of the following Traceability
requirements:

e Traceability supports Windows 10 (64 bit) systems only.

o Windows Administrator access is required during Traceability SQL Server installation. Customers IT
group needs to provide administrator login access to the workstation.

e Find out which BHU Security mode the customer plans on using. BHU Security must be enabled in
order to use the Traceability feature.

If they plan on using Active Directory security customers IT group will need to create the Active
Directory groups and assign network users to each group prior to your arrival. You’ll also need some of
these users available to login during Traceability configuration and 1Q/0Q.

There’s a whitepaper on Instron.com that will help customer decide how they want to configure their
AD groups. Link to whitepaper on instron.com

Available BHU security modes are:

o Active Directory
o Bluehill Security
o Windows Security

o During Traceability SQL Server installation you’ll create a password for the system administrator
account on the SQL Server. Ask the customer if they have any password requirements and if so, what
they are so you create a password that meets their password complexity requirements. Things like
minimum number of characters, upper and lower case, include symbols and numbers...
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Installation

SQL Server 2019 Express Install

1) Login to workstation with administrator access then from the Traceability Server folder right-click
Setup.exe then select “Run as administrator”.

Open
G Run as administrator <:

Treubleshoot compatibility
Move to OneDrive

Scan with Windows Defender...
Share

B EE D

Give access to >

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

2) Click Next >

Bluehill Traceability - InstallShield Wizard X

Welcome to the InstallShield Wizard for Bluehill
Traceability

The InstallShield Wizard will install Bluehill Traceability
on your computer. To continue, click Next.

< Back Cancel
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3) Click Next >

InstallShield Wizard

Choose Destination Location

Select folder where setup will install files.

SQL Server 2019 Express instance directory:

| C:\Program Files\Microsoft SQL Server | Change...

SQL root directory:
| C:\ProgramData\Instron\Bluehill Traceability |

SQL backup directory:
| C:\ProgramData\Instron'\Bluehill Traceability\MSSQL15.BLUEHILL\Backup |

SQL data directory:
| C:\ProgramData\Instron'\Bluehill Traceability\MSSQL15.BLUEHILL\Data |

=
[T
~
ol
73]
T
=]

< Back Cancel
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4) Enter passwords for sa administrator and Bluehill user accounts.

Write these down you'll need them later.

Give these to customer as well, they'll need them if they want to backup the database.

NOTE: Prior to creating the "sa" administrator password check with customers IT group as they may have

password complexity requirements for the server administrator account.

Once complete Click Next >

InstallShield Wizard

SQL Server Authentication

Create a password for the default SQL Server accounts

SQL Server system administrator user

Username: ‘ sa

Password: ‘ |

Confirm password: ‘

SQL authentication user

Username: ‘ Bluehill
Fassword: ‘
Confirm password: ‘
< Back Next = Cancel

20
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5) This defines which Windows user or group accounts are SQL Server administrators. It defaults to current
logged user. Check with customers IT group and change as needed.

Once complete Click Next >

InstallShield Wizard

SQL Server Administrators

Specify Windows user or group accounts to be SQL Server \
administrators. SQL Server administrators have unrestricted ‘
access to the Database Engine.

Add...

Remaove

< Back Cancel

6) Click Install

Bluehill Traceability - InstallShield Wizard *

Ready to Install the Program

The wizard is ready to begin installation.

" S

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard.

Click Install to begin the installation.

< Back Install Cancel
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7) SQL Server 2019 Express installation begins

Setup Status

The InstallShield Wizard is instaling Blushil Traceabdity
SQL Server 2019

Please wait while Microsoft SQL Server 2018 Setwup processes the current operation

If there's a problem with the SQL Server install you'll get an error pointing to an "InstallSQLLog.txt" file.
Locate the log file and review for indications why the server installation failed. Resolve issue then run
install again if needed.

T SQL Server 2019 Setup - O
Installation Progress

Install Setup Files

st s ——

SqlEngineConfigAction_install_startup_Cpud

Next > Cancel
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Once the SQL Server install wraps up the Traceability instance install will begin automatically.

Bluehill Traceability - InstailShield Wizard X
Setup Status

The InstallShield Wizard Is installing Sluehil Traceablity

8) Click Finish to reboot computer

Bluehill Traceability - InstallShield Wizard

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed Bluehill
Traceability. Before you can use the program, you must
restart your computer.

@Yes, I'want to restart my computer now.
()Mo, Twill restart my computer later.

Remove any disks from their drives, and then click Finish to
complete setup.

< Back Cancel
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1

2)

3)

4)

Create Traceability Database

Install BHU (v4.15+) if not already installed then start Bluehill Universal.

Enable Security from Admin > Security

Discuss with customer which Security type they prefer; Active Directory, Bluehill Security or Windows
Security. You'll need a user with "Configure Traceability" and "Configure Security" permissions.

Login to Bluehill with an account that has “Configure Traceability” permission.

Click Admin > Traceability then click Edit

—
Displacement [mm) Force [N]
10000 0000 El
ﬂ ,ﬁg;n!y? components of the system and set system prefesences

5| o |
Conauraxn Proeronces Traceanly

Audit trail

Audit trail storage types
Audit trail storage type:

No
N

Loc:

Click Edit
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5) Select “Local database” for Audit trail storage type

|5916e6e'616"1 00,6 8 0 E
/. Admin

Configure the components of the system and set system proferences

Audit trail

Audit trad storage ype

Signature required

e -

User name

Select "Local Database" for Audit Trail Storage

~0000 8’6’80 EI

,0 Admin

Configure the components of the system and se
o0

Audit trail

Audit trai storage type

Connection settings

Server name (LocaiBL UEHILL
Audit iral atabase BluehiAUIILOY

Ues Enter the "Bluehill" password you
P i e created during Traceability Server

installation
Signature required

Comment

User name:
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7) Sign and comment then Save. Use the password for user currently logged in.

F328 st unwersal N ETEK
Displacement [mm] Force [N]
0000 0000 EI
ﬁ ) mmmm of the system and set system preferences.

o |

Audit tral storage type:

Connection settings
Server name (Local)BLUEHILL

Audil trail database: BlushilAuditlog

Authentication type
User name

Password

Signature required Sign and comment. Use the
o E:> - password for the user currently
r— logged in.

Password >

Cancel Save

upport | INSTRON | No machine | Nofest type | Sample: Closed | Method: Closed
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8) Click Create Database

0000 L0000 H
ﬁ _® Admin

e ——— & (7]

A bid 2 a

A No database was found for the selected Audit trail storage type. Would you like 1o create a new database? You must be the SQL system administrator to proceed

Cancel Create database

Click Create database

9) Select SQL Authentication
Displacement [mm)]
.0000

ﬁ _® Admin

Configure the components of the system and set system preferences

H o

A Enter the system adminisirator credentials and create the database

Connection settings Select SQL Authentication
Server name (LocanBLUEHILL
Auott rad database

BluehiAudtog

Authentication type:

Cancel Create database
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10) Enter the “sa” password you created during Traceability Server installation

Displacement [mm] Force [N]
.0000

# _® Admin
Configure the components of the system and set System preferences

k. %)

A Enter the system adminsirator credentials and create the database

Connection settings
Server name: (LocalyBLUEHILL

Audit irail dalabase BluehlAUdLog

Enter the "sa" password
you created during

Traceability Server
> installation

Authentication type

11) Click Create Database

10000 | 0000 H

ﬁ P Admin d o
Configure the components of the system and set System prefesences.
%) o

A Enter the system administrator credentials and creale the database

Connection settings
Server name (LocalfBLUEHILL
Audit irall database. BluehflAuditLog

Authentication type:
User name

Password

Cantet ick Create database
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12) Wait while database gets created

5. ¢ [ —— o X

0000 0000 H

# _® Admin P o

Configure the components of the Sysiem and set system preferences

e
]
—
Contiguration Teterencos Datatase

Creating the database

o

Connection settings
B
(Local8LUEHILL

Aualt tran o

BluehiiA

Authentication ty

Password

INSTRON | No machine | No test typ

ﬂ» _® Admin

Configure the components of the system and set system prefesences

g fod

Configuration

Reviews | Audit trail

Audit Trail Audit trai storage type Local database

Signatures <::] Connection settings

o Setver name {Localf8LUEHILL
etu|
P | Auat vai gatavase BluehBAWIILOg
Authentication type SQL autnentication
User name Bluehil

Password

At this point the Traceability
database setup is complete and
you can configure Traceability
Signature preferences using
"Signatures" menu.
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Configure Traceability Signatures

1) Click Signatures then Edit

Displacement [mm)]

.0000

ﬁ _® Admin

Configure the components of the system and set System preferences

Configuration

Reviews Signature levels

Audit Trail Report templates. =
Methods one

Signature levels

Signatures Samples signature is required
Setup PDF reports Primary
orimary

ignature identifies the user hat generates the change
an nd the d y

the chang

Options

Secondary
Requrre a comment when submitting or approving a Enabled sed by
document eview, and the approval of rejecti
status

Tertiary
jertiary signatu e user that vertfies the ¢ and the revie

date and

Click Edit S ‘

s Edjt

INSTRON | Nomachine | Notest type | Sample: Closed | Method: Closed | Report

2) Discuss Electronic Signature options with customer and configure based on their preferences, then sign
comment and Save.

Displacement [mm] Force [kN]

.0000
/OAdmin

Configure the components of the system and set system preferences

-

=
| | =
Configuration Database
Signatures

Signature settings
Report templates: No signature required

One signature

Three signatures The primary signature identifying the team member that made chang
and provides a summary of the changes made.

Signatures Methods:

Setu Gro "
P Secondary signature: Group A Two signatures
es a secondary signature acknowledging the changes have been
Tertiary signature: econdary feview group.
Enforce signature order. Three signatures

Requires a tertiary signature acknowledging anather level of rev
roup.

Samples: member from the tertiary reviev

The three review groups can be organized as desired. For example, each group
PDF repors: e signature can represent a separate department in the organization, or each group G
fepresent diflerent levels of management. Users are assigned to a feview group
. curty > Users.
Options
Require a comment when submitting or approving
a document:

Signature required

Comment P Reauired field

User name:

Password: P Reauired field

Cancel Save

ADMINISTRATOR | Demo | Notest type | Sample: Closed | Method: Closed | Report: |
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3) At this point Traceability is configured and will track user activity.

wuehil Univ
Displacement [mm] Force [N]
0000 0000 l:.
fi A

)

Reviews Filler by date range:

Audjt Trail el : _

Signatures 5 Date User Cantent type . = Modify

Setup 121162019438 F  INSTRON TracastAt, setings - a -

Details

Action Affected item  New value Previous value

Local database | None

i

Audit trail contains entries reflecting
database setup and comments.

Number of entries: 1

~0000 0000 LI

/0 Admin

Configure the components of the sysiem and set system preferences °

=
=
=
=
Configuration Database
Reviews [ Entry type: Filter by date range

Audit Trail

Signatures User Content type

Setup 12162019440 P INSTRON Traceabisty seftings.

User. INSTRON scripion: Signature settings
12/162019438PM  INSTRON Traceabaty settings Audit trall changed - Local databa

ime- 12/16/2019 4:40 PM w on” DESKTOP-

Details

QUAGKSM

- o oy s Action Affected item New value Previous val
At this point Traceability is configured s
and will track user activity.

Number of entries. 2

spport | INSTRON | No machine | No test typ

**|nstallation Complete**
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(BHU v4.28 or higher) Backup/Restore Audit Trail

The audit trail is a database located on the computer where the testing software is installed. Each testing
system will have its own audit trail. This task will create a backup copy of the current audit trail. The backup
copy is also saved to the local computer.

If the local audit trail database is damaged or the existing computer is replaced, the system can restore a
backup version so that the audit trail history is not lost. The only information that will be lost is the
information created after the last backup date.

It is recommended that a backup is created on a regular basis to minimize the history that may be lost.

Backup Database

1. Select Admin on the Home screen.

2. Go to Traceability > Setup on the Admin tab.

You must have Configure Traceability permission under Security on the Admin tab to access this screen.
3. Select the Backup button under Database administration.

The screen updates to show the backup location and the connection settings for the local database.

The backup location is preset by the system and cannot be changed.

4. If the Authentication type is SQL authentication, enter the SQL server system administrator credentials
under Connection settings.

The user name is most likely sa. If you do not know the password, you must reset the password using
Microsoft SQL Server Management Studio (SSMS).

5. Enter a comment describing the changes.
6. Enter your password for the system.

7. Select the Backup button.
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The software returns to the Traceability > Setup screen and the backup information under Database
administration is updated to reflect the most current backup.

Bluehill Universal

Displacement [mm]

Force [kN]

.0000 .0000

ﬁ P Admin

Configure the components of the system and set system preferences

— K
Configuration Preferences Traceabiity

Reviews Audit trail

Audit trail storage types
Audit Trail

Audit rail storage type: Local database None

Signatures ST UEE (LocalNBLUEHILL No audit trail information is saved.

Audit trail database: BluenillAuditLog

Local database
Authentication type: Augdit trail information is saved to a local database.
[{ESES Bluehill

Password: Change password

Database administration
Backup location: C:\ProgramData\instromBluenhill Traceability\MSSQL 15 BLUEHILL\Backup

Last backup: 2/18/2022 10:29:06 AM

4 Backup

ADMINISTRATOR | Demo | Notesttype | Sample: Closed | Method: Closed | Report

Traceability Setup page (step 2)

Bluenill Universal

Displacement [mm] Force [kN]

.0000 .0000

/O Admin

Configure the components of the system and set system preferences

— K
Configuration Preferences Traceability

Reviews )
— Create a backup file of the local audit trail. Creating a backup file
Audit Trai

Credentials

S8  BLL _ .
CProgrambatainstromiuenil Traceabilty MSSQL15. BLUEHILLBackup Accessing the SQL server requires the system administrator credentials for the
Connection settings salL server.

Server name: {Loca\BLUEHILL

Backup location:
Signatures 2

Setup

The 'Signature required' section requires the credentials of the current user that
Audit trail database: BluehillAudiiLog Is creating the backup file.

Authentication type:

User name: sa X

Passwort A P
Signature required

Comment V'Y Required field

User name:

Password V' Required field

Cancel Backup

ADMINISTRATOR | Demo | Notesttype | Sample: Closed | Method: Closed | Report: |

Page that appears when initiating a Backup (steps 3-7)
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Restore Database

The audit trail is a database located on the computer where the testing software is installed. Each testing
system will have its own audit trail.

You must create a backup copy of the local audit trail. The system does not back up the system
automatically. If the local audit trail database is damaged or the existing computer is replaced, the system
can restore a backup version so that the audit trail history is not lost. The only information that will be lost
is the information created after the last backup date.

It is recommended that a backup is created on a regular basis to minimize the history that may be lost.

1. Select Admin on the Home screen.

2. Go to Traceability > Setup on the Admin tab.
You must have Configure Traceability permission under Security on the Admin tab to access this screen.

To restore a backup version, the Audit trail storage type must be set to None. This is to protect the existing
database from being overwritten. When configuring a new computer on a testing system, the new
computer defaults to None. However, if the database is damaged, you may need to manually reset the
Audit trail storage type in order to restore a backup version:

a. Select the Edit button at the bottom of the screen.

b. For the Audit trail storage type, select None.

c. Save the changes and return to the Traceability > Setup screen.
3. Select the Restore button under Database administration.
The screen updates to show the backup location and the connection settings for the local database.

The backup location is preset by the system and cannot be changed.

4. Select E to open a file dialog.

A backup folder name is formatted as:
Bluehill_yyyymmdd_hhmmss

The file name uses the 24 hour time format.

5. Select a backup copy folder and press Select.
6. If the Authentication type is SQL authentication, enter the SQL server system administrator
credentials under Connection settings.

The user name is most likely sa. If you do not know the password, you must reset the password using
Microsoft SQL Server Management Studio (SSMS).
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7. Enter a comment describing the changes.
8. Enter your password for the system.
9. Select the Restore button.

10. If necessary, confirm that the system should overwrite the audit trail database.

The software returns to the Traceability > Setup screen and the backup information under Database
administration is updated to reflect the restored backup copy.

2% Bluehill Universal

— O X
Displacement [mm] Force [kN] I—I
.0000 .0000 Ll

L G )
Configure the components of the system and set system preferences
A S
—
o %) = a

Configuration Preferences Traceability tabast Security

Audit trail Audit trail storage types

Audit trail storage type: None

L - No audit trail information is saved.
Database administration

Backup location: C:\ProgramDatatinstron\Bluehill Traceability MSSQL15 BLUEHILL\Backup Local database
Audt trail information is saved to a local database

Last backup: 1/6/2022 2:46:10 PM

#  Restore

ra Edit

ADMINISTRATOR | Demo | Notesttype | Sample: Closed | Method: Closed | Repot: |

Page that appears after completing (step 2.c)
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3.4 Siuenin unwersal

Displacement [mm] Force [kN]

.0000

ﬁ @ Admin
Configure the components of the system and set system preferences:

=]

Configuration

‘Select the location 1o Restore the databases to and enter the system administrator credentials Restore the local audit trail

Restore
Backup location: Restore will overwrite an existing database

You must have read/wiite access to the backup location.

Connection settings
Server name: (Local\BLUEHILL
Audit trail database: BluehillAuditLog

Authentication type:
User name: X

Signature required

Comment P! Required field

User name:

Password P' Required field

Cancel Restore

ADMINISTRATOR | Demo | Notesttype | Sample: Closed | Method: Closed | Report: |

Restore page (step 3)
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(BHU v4.27 or lower) Backup/Restore Audit Trail

This section is only applicable for Bluehill Universal versions v4.27 and lower. If using Bluehill Universal
v4.28 or higher refer to section (BHU v4.28 or higher) for Backup/Restore procedure.

The steps that follow are optional and not required for Traceability normal operation. Prior to
backup/restore consult customers IT department as they may have other backup processes already in
place within the customers organization.

These steps include the Traceability Audit Trail database only they do not include the customers Bluehill
Method/Sample/Template files. The customer would be responsible to put in place processes that
safeguard their Bluehill Method/Sample/Template files.

1) **Backup Process**

Launch SQL Server Management Studio (SSMS v18)

l Microsoft SQL Server 2019

I Microsoft SQL Server Report Buil... ™

. Microsoft SQL Server Tools 18 i

‘ Analysis Services Deployment Wiz...
®  New

Microsoft SQL Server Management Studio 18

4 Microsoft SQL Server Management...
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2) Login with the sa user account

Note: If the Server Name is not automatically entered, select from list or type it in. The server name will
be: <Workstation Name>\BLUEHILL

Use the same sa password that was created during the Traceability server installation.

oFf Connect to Server >

SQL Server

Login  Connection Properties  Always Encrypted  Additional Connection Parameters

Server

Type the server name, or choose it from the drop-down list.

Servertype: Database Engine e

Server name: | FANNINBIW10\BLUEHILL v

Authentication: SQL Server Authentication e
Login: || - |
Password: | |

] Remember password

Cancel Help Optiong <<
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3. Once connected, expand the Databases folder. Find your database, Right click on the database and

Choose Tasks > Back Up...

Traceability databases are “BluehillAuditLog” and “BluehillConfigurationData”.

I_f; Microsoft SOL Server Management Studio
File  Edit View Project Tools Window  Help

- |#j- -2 #lJ:E‘INEwQUEI'}' B Gl by

| | Execute

Object Explorer * I X
Connect~ ¥ ¥ (VI

= i@ FANNINBIWIO\BLUEHILL (SOL Server 1
=] Databases
Systern Databases

Database Snapshots

3 =JEluchillAuditLog

@ EluchillConfigurationData
W TrendTracker Mew Query
Security Script Database as

MNew Database...

5 Object:
erver Objects Tacke

Replication

PolyBase Policies
Management Exeers

Detach...

{#] XEvent Profiler

Start PowerShell
Azure Data Studio

Take Offline

Bring Online

Enable

Reports

Encrypt Columns...

Rename

Delete

Data Discovery and Classification

Yulnerability Assessment

Refresh
Properties

Product Support: www.instron.com

Shrink

Back Up...

Restore

Generate Scripts...

Extract Data-tier Application...

Deploy Database to Microsoft Azure 5L Database...
Export Data-tier Application...

Upgrade Data-tier Application...

Import Flat File...
Import Data...
Export Data...


http://www.instron.com/

4 On the Back Up Database screen, most fields can be left at their defaults.

Verify Backup type is Full.

Verify Backup Component is Database.

Verify the Destination is saving the backup to disk.

If you want to save the backup to a folder other than the default location you can remove the

default
destination and add a destination to a different path.

i Back Up Database - BluehillAuditLog — [m| X

Selectapage IT Script « 9 Help

K General

# Media Options

& Backup Options Source
Database: BluehillAuditLog ¥
Recovery model: SIMPLE
Backup type: Full >

[ Copy-only backup

Backup component:

(@) Database
Destination
Back up to: Digk -
Connech C:\ProgramData\Instron‘\Bluehill Traceabiity'M55GL15.BLUEHILL\Backup\Bluehill fuditLog bak Add..

Server:

FanninBiW10%BLUEHILL Bemove
Connection:

sa Contents

ﬁ View connection properties

Progress
Ready

Canc
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4a) (optional) To choose another destination, select the default under Destination and click the
Remove button. Then click Add. With File Name selected, click the ‘...” button.

i Select Backup Destination >

Select the file or backup device for the backup destination. You can create
backup devices for frequently used files.

Destinations on disk

(® File name:
| DataInstron*Bluehill Traceability MS53L15 BLUEHILL \Backup®

Cancel

4b) (optional) Choose another directory as the destination and give the backup a name ending
with .bak.

W Locate Database Files - FanninBiWIOA\BLUEHILL  — Oa x

Select the file:

-1 ProgramData “

ABBYY

Admin Arsenal

Adobe

Application Data

Citrix

Cylance

Desktop

Documents

HF

IFS Applications

Instran
G170 Bluehil
11 Blushil Traceabilty
E1-17 MSSEL15.BLUEHILL

Backup

Data
-1 MSSaL
Bluehill Universal
Bluehill3
Consale
Database
Diagnostics
DIC
Digital MA

lemmbie e F T i i A ik e

Selected path: |C2\ProgramData\Instron'Bluehill Traceability\MSS |

o T o O O e O O e OO O e O B

il

ERR === e ul ==t == == M =]
E e iy S R e E T R BT BES)

L

Files of type: Backup Files(" bak;"tm) w

File name: [Buehill AuditLog bak| |
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Once everything is set and the options have been verified, hit OK to start the backup. In the lower left
corner you will see the status of the backup.

W Back Up Database - BluehillAuditLog — O
Selecta page -
Hel
F General o O Hep
# Media Options
& Backup Options Source
Database: Bluehil AuditLog ~
Recovery model: SIMPLE
Backup type: Full ¥
[] Copy-only backup
Backup component:
(@) Database
Microsoft SOL Server Management Studio >
. The backup of database 'Bluehil AuditLog' completed successfully.
23 Copy message oK
Connechion _ Add...
Server: [
FanninBiW10MBLUEHILL Remove
Connection:
sa Contents
ﬁ View connection properties
Progress
‘4'*#. Executing {100%)
"oast’
Stop action now
0K Cancsl

112 M18-17147-EN



Once it is done, locate your backup file and store it in a secure location. This file will be required
during the Restore operation so don’t lose it!

Repeat these steps for each Traceability database “BluehillAuditLog” and “BluehillConfigurationData”.

I < | Backup - [} x
Home Share View [7]
% cut x IR New item ~ |ﬂ Open - [ selectan
W Copy path < | Easy access = Edit Select none
Pinto Quick Copy Paste Move Copy Delete Rename MNew Properties ) .
e 7] Paste shorteut 19 to = folder = G Histay 2 Invert selection
Clipboard Organize Mew Open Select
<« - 4 » ThisPC » Windows (C:) » ProgramData » Instron » Bluehill Traceability » MSSQL15.BLUEHILL » Backup v Search Backup pel
Name Date modified Type Size

# Quick access
2] Documents |_| BluehillAuditLog.bak £/18/2020 10:57 AM BAK File 6,681 KB
4 Downloads
&=/ Pictures
| Documents
Account Teams
Annex F Resistance to Separation fram
BHU Traceability
TrendTracker SQL Query Example

@ OneDrive
3 This PC

¥ Network

**This ends the Backup process**
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1

2)

**Restore Process* *
To begin the restoration process, launch SQL Server Management Studio and login with the ‘sa’
account. See steps 1 and 2 from Backup process.

Locate the database to be restored, right click on it, choose Tasks > Restore > Database.

LQ Microsoft SQL Server Management Studic

File

Edit  View

|@-1-a

Project  Tools

& | BNevuey B &

Window  Help

Execute

Object Explorer
Connect = * x*

~ 1 x

[VES

114

[=] Databases
Systern Databases
Database Snapshots
(=} BluchillAuditLog
@ BluchillConfigurationData New Database...
=] Tr.endTra(ker New Query
Security Script Database as
Server Objects
Replication Tasks Detach...
PalyBase Policies Take Offline
Management
%] ®Event Profiler Facets Bring Online
Start PowerShell Enable
Azure Data Studio Encrypt Columns...
Reports
Data Discovery and Classification 3
Rename Vulnerability Assessment 3
Delete Shrink »
Refresh Back Up...
Properti

= i@ FANNINBIWI0\BLUEHILL (SOL Server 1

Bal9-c-

Generate Scripts... Files and Filegroups...

Transaction Log...

Extract Data-tier Application...
Deploy Database to Microsoft Azure SOL Database...
Export Data-tier Application...

Upgrade Data-tier Application...

Import Flat File...
Import Data...
Export Data...
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3) The Restore Database window will display. Under Source for restore, select From device and then click
the ‘... button to the right.

.4 Restore Database - BluehillAuditLog

— O X
l@l Ready
Select a page LT Script - | @) Help
F General
F Files s
& Options oures
O Database: Bluehill AuditLog

:> ® Device:

C:\ProgramDataInstron*Bluehill Traceability \MS5QL15.BLUEHI LL\Backup\BIuehillﬂl| E>

Database: Bluehill AuditLog -
Destination
Database: | BluehillAuditLog v
Bestore to: |The last backup taken (Tuesday, August 18, 2020 10:57:50 AM) | Timeline...
Restore plan
Backup sets to restore:
Restore  Name Component  Type  Server Database Posit
Bluehill AuditLog-Full Database Backup

Database Full FanninBiW106\BLUEHILL  Bluehill Auditlog 1

Connection
o FANNINBIWIDNBLUEHILL [sa]

View connection properties
Progress
£ >
Done
7

Verify Backup Media

Cancel Help

Product Support: www.instron.com 11E
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4) Select File as the Backup Media and then click the Add button

w= Select backup devices O et
Specify the backup media and its location for your restore operation.
Backup media type: File e
Backup media:
Add
Contents

Cancel Help
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5) Locate your backup file and select it. Click OK until you're back to the Restore Database screen.

@ Locate Backup File - FanninBiW10A\BLUEHILL O *
Backup File location: il Traceability\MSSQL'l5.EILUEHILL\Eac:k|_|p| () | | ~
(&1 Admin Arsenal ~ | | D ET
Ee- [ Adobe [ Blushil CorfigurationDiata bak
Application Data
Citrix
-1 Cylance
Desktop
B[ Documents
-1 HP
IFS Applications
- Instron
548 Bluehil
=S | Blughill Traceability
= : MS5QL15.BLUEHILL
----- Backup
-1 Data
G-I MSSGL
- F% Bluehill Universal
- Bluehill 3
I Console -
< - c >
File name: |BluehillAuditLog bak Backup Files(” bak:"tm;" log) w
QK Cancel
= Select backup devices O x
Specify the backup media and its location for your restore operation.
Backup media type: File e
Backup media:
C:\ProgramDatanstronBluehill Traceabilty \M55QL15 BLUEHILL \Bac Add
Contents
£ >
QK Cancel Help
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6) Under Backup sets to restore, make sure the checkbox under Restore is checked.

'ﬁ' Ready

Select a page
¢ General

& Files

& Options

Connection
¥ FANNINBIW1DABLUEHILL [sa]

View connection properties

Progress

@ Done

% Restore Database - BluehillAuditLog

LT Script - | € Help

Source

() Database
® Device:

Database:

Destination

Database:

Bestors ta

Restare plan

Backup sets to restore:

Restore

MName:

i BluehillAudit Log-Full Database Backup ~ Database Full FanninBiW10nBLUEHILL

- O

Bluehill Audit Log

C:\ProgramData"Instron'Bluehill Traceabilty MSSGL15 BLUEHILL\BackupBluehill

Bluehill AuditLog ~
[BuehilAudtLog -
[The last backup taken (Tuesday, August 18, 2020 10:57:50 AM) | Timeline...

Component  Type  Server Database Posit

BluehilAuditlog 1

>

Verify Backup Media

Cancel Help

11¢&
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7) Next click on the Options link on the left-hand side.

. Restore Database - BluehillAuditLog

Restare

Connection

¢ FANNINBIW10\BLUEHILL [sa]

View connection properties

Progress

@ Done <

E Bluehill AuditLog-Full Database Backup

- [m|
0 Ready
Select a page LT Script ~ | &) Help
J General
K Files 3
F Options a ouree
() Database: Bluehil AuditLog
® Device: C:"ProgramData'Instron‘\Bluehill Traceability\MSS53QL15.BLUEHILL \Backup"Bluehil &
Database: BluehillfuditLog i
Destination
Database | Bluehill AuditLog -
Restore to: [The last backup taken (Tuesday, August 18, 2020 10:57:50 AM) | Timeline...
Restore plan

Backup sets to restore:

Name Componert  Type

Database Full

Server
FanninBiW10"BLUEHILL

Database Posit
BluehillAuditlog 1

>
Verify Backup Media

Cancel Help
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8) Check the option that states ‘Overwrite the existing database (WITH REPLACE)’ All other options
should be left at their defaults.

% Restore Database - BluehillAuditLog

- [m| X
'ﬁ' Ready
Select a page LT Seript ~ | € Help
F General
Fil
: C::hsgns <:| Restore options

|:> Owerwrite the existing database (WITH REPLACE)
[] Preserve the replication ssttings (WITH KEEP_REPLICATION)
[[] Bestrict access to the restored databass (WITH RESTRICTED_USER)

Recovery state: RESTORE WITH RECOVERY

Standby file C:\ProgramData'InstronBluehill Traceability . MSSGL15.BLUEHILL\Backup®

Leave the database ready to use by rolling back uncommitted transactions. Addttional transaction logs cannot be restored

Tail-Log backup

Backup file: C:\Program DataInstron*Bluehill Traceability.MS5QL15.BLUEHILL\Backup®
Server connections

[ Close existing connections to destination database

Prompt
[] Prompt before restoring each backup
Connection _ . . -
/= The Full-Text Upgrade server property controls whether full4ext indexes are imported, rebuitt, or reset for the restored
¢ FANNINBIW1D\BLUEHILL [sa] ld) database.

Vigw connection properties

Progress

@ Done

Cancel Help
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9) Click OK and the Restore process will execute, Progress can be seen in the lower left corner.

- [m] pet

Restoring: BluehillAuditLog-Full Database Backup I 1007 Stop

Select a page Script - | g Help
# General

Fil
ﬁ OI::Dns Restore options

Recovery state: RESTORE WITH RECOVERY
Standby file C:\Program Data\InstronBluehill Traceability\MSS5QL15 BLUEHILLBackup'

Leave the database ready to use by rolling back uncommitted transactions. Additional transaction logs cannot be restored.

Tail-Log backup

Microsoft SGL Server Management Studio X

B ity\M55QL15 BLUEHILL \Backup'
o Database 'BluehillAuditlog’ restored successfully.

Prompt I oK I

Prompt before restoring each backup
= =, The Ful-Text Upgrade server property controls whether full 4ext indexes are imported, rebuilt, or reset for the restored
% FANNINBIW1D'BLUEHILL [sa] 1) database.

View connection properties

Progress

QK Cancel

**The Restore process is now complete* *
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Chapter 7
Bluehill Central

Bluehill Central Overview

Bluehill Central has two components:

e Bluehill Central is an application that provides access to the Bluehill Server from testing systems and
other workstations on your company network. It is a laboratory management application that creates
a network of testing systems to share information from a central server. Bluehill Central streamlines
laboratory management in that changes are implemented centrally and made available to all
connected testing systems and Bluehill Central workstations.

e Bluehill Server is an external server that manages the various databases where the system files
(method and sample files), testing data and audit trail history are stored. Information is organized by
teams. You must be a member of the team to access the information saved for that team. Your
security permissions for a team may further limit the level of access to the team’s information. The
team settings are managed from the Bluehill Central application.

Teams

A team is a group of users that share access to specific software modules and common files, such as
method and sample files. Data from testing systems is saved to a database on a central server and is
available to team members, as defined by the team’s security permissions.

For the initial startup of the Bluehill Central application, you must create a team to initiate the Bluehill
Server and begin saving content to the server.
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| How does it work? »

Bluehill Central uses a client / server architecture fo store all
shared data, files, and settings on a Microsoft® SQL Server

database.

When Bluehill Universal is connected to your
lab's Bluehill Central server, each testing
system sends and receives data from the
centralized database, eliminating the risk of
variation and the burden of locally
managing each system.

DATA CENTER
i by your IT group can host the SQL Server database
Instron data and the Bluehill Server application that
sactions between clients and the database.

A data center managel
that centrally stores U
handles all tra|

All clients and sefvers are connected via your corporate network

PCs running Bluehill Universal have Central plugins to access You can remotely access files and settings from Bluehill
to the Bluehill Central database. The PCs are connected to the Central’s viewer. Offline Biuehill Universal licenses can
m NSTRON' corporate network be used to edit methods and view samples.

| What is a Team? Value-add

Bluehill Central allows groups of users to be organized into teams who E

share common files and settings.
PROCESS FLEXIBILTY

Each team can be configured with their

own team members, permissions, file

systems, and ature requirements

10 allow multiple processes 10 be

- ~ effortiessly supporte
TESTING SYSTEMS FILES ffortiessy Stopdiec.
Instron frames in Bluehill methods, report
your lab connected to templates, POF reports. or
Bluehill Central. other Instron reiated files
EASE OF COMPLIANCE

ams can specify the number of

MEMBERS
Individual users with
personalized permissions.

tures required and which revie
s are responsible for performing a
nill file. The

SETTINGS

Security type. file
approvals. and other
team-level settings

AUDIT TRAIL
Record of actions
performed by team
members.

REDUCE COST
2d support of multiple workflows
sier

makes managing Instron systems €
quicker, and reduces risk of error - all ways

10 lower the overall cost of your lab,

m NSTRON'
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Bluehill Central Home Screen

The Home screen provides access to the following modules of the Bluehill Central application:

e Lab Management

o The Lab management screen provides access to the database on the Bluehill® Server
where files are saved. Files are organized by team. You can only view files that are saved
to the team you used to access Bluehill Central. The folder structure for the team displays
on the left. Select a folder to display its contents in the center component. Select a sub-
folder or file in the center component to preview its details in the right component.

e Traceability

o Traceability is an optional feature that is only available if the Traceability module is
enabled for the team. Traceability tracks activity on all systems connected to the Bluehill®
Server. The Traceability feature has two components:

= an audit trail database that maintains a history documenting the changes,
actions, and reviews done by the team.

= signature requirements to document who has performed an action or changed a
file. Signature requirements can also be used as a review process to ensure any
changes to a file are reviewed and validated.

e TrendTracker

o TrendTracker is an optional feature that is only available if the TrendTracker module is
enabled. TrendTracker provides the ability to store specimen information from multiple
Bluehill samples in a database, thus allowing you to perform statistical analysis across
specimens from multiple samples with one search.

e Settings
o Use the Settings module to manage the following:
=  Team information
=  Bluehill Central
= Edit team settings
e System Administration
o System administration provides access to the Bluehill® Server to view all teams currently
on the server. A member of a team must have “Configure the team” permission to view

this section of the application. In Bluehill security, the Team administrator has the
Configure the team permission.

Access to these modules is dependent on which modules are configured for your team and your
permissions provided within the team. To view a summary of your permissions, sign into Bluehill Central
with your team credentials. On the Home screen, select your user name in the lower left corner.
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The software can be locked at anytime using the button.

While the screen lock is active, a dialog displays advising that the software is locked. You can customize
the message in this dialog to provide more detailed information by using the Edit message button. Select
Unlock to enter your credentials and open the software.

B4 Bluehill® Central

@

Lab Management Traceability TrendTracker Settings

Manage files for the team. View the team's audit trail and Analyze results across multiple samples Manage settings for the team.
electronically sign documents under saved to the TrendTracker database.
review.

Bluehill Central

LABMAN - PRODUCTION Powered by Bluehill
‘ Logout ﬁ System administration

Bluehill Central home screen

Connection to Bluehill Server

The Bluehill Central application must connect to the Bluehill Server in order to communicate with the
server and transfer information.

Connecting to the server requires identifying the server name and its port number. Obtain this information
from your IT department.

Server name identifies the computer or IP address that hosts the Bluehill Server.

Port is an integer value representing an endpoint for the communication protocol between this software
and the Bluehill Server. The default port is 50051. But your network administrator may reassign this
number.

Press Next to connect to the server and then create a team to initialize Bluehill Central.
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How to Create First Team Using Bluehill® Security

The person that will be the initial team administrator must create the team.

ogkrwbpR

i

10.
11.

12,
13.

14.
15.
16.

17.
18.
19.

20.
21.
22,

12¢

Enter the key code for Bluehill Central.

Enter the Server name and Port for Bluehill Server.

Select Next.

Enter the name of the team.

Select Bluehill security as the type of security.

The team will use Bluehill security to manage access to the team’s information that is stored on
the server.

Enable the modules for the team.

Select Next.

Select a time interval for password expiration.

All members of the team must change their password when the time interval has expired.

In the Bluehill Central locks when inactivity exceeds field, specify the time of inactivity that must
elapse before the system locks the application.

Select Next.

Create a user profile for the Team administrator.

The Team administrator must use this user name and password to access this team.

Select Next.

Select the security permissions granted to the Team administrator within each module.

If the Traceability module is enabled, it is recommended that the Team administrator also have the
Configure Traceability permission.

Select a User type for Bluehill Universal and associated permissions.

Select Next.

Build the team by adding existing users or creating new user profiles.

For each member added to this team, select a User type for Bluehill Central and Bluehill Universal.
Enable the security permissions granted to each team member in each module.

Select Next.

Under Traceability, select the signature requirements for each type of file.

As an option, enable Require a comment when submitting or approving a document.

This option requires each user to enter a comment when a signature is required. The comment is
saved to the audit trail along with details regarding the action performed by the user.

Select Next.

Review the selections made to configure the team.

Select Save to save the team to Bluehill Server.
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How to Create First Team Using Active Directory

arwbdR
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13.
14.
15.
16.
17.

18.
19.
20.

Enter the key code for Bluehill Central.

Enter the Server name and Port for Bluehill Server.
Select Next.

Enter the name of the team.

Select Active Directory as the type of security.

The team will use Active Directory to manage access to the team’s information that is stored on the
server.

Enable the modules for the team.

Select Next.

Enter your network credentials.

Select Next.

. In the Bluehill Central locks when inactivity exceeds field, specify the time of inactivity that must elapse

before the system locks the application.

. Select Next.
. For each module, select an Active Directory group for each permission.

All team members that are in an assigned group will have access to that permission.
Select Next.

Select Add to find an existing user profile and add the user to the team.

Select Next.

Under Traceability, select the signature requirements for each type of file.

As an option, enable Require a comment when submitting or approving a document.
This option requires each user to enter a comment when a signature is required. The comment is saved
to the audit trail along with details regarding the action performed by the user.
Select Next.

Review the selections made to configure the team.

Select Save to save the team to Bluehill Server.
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Lab Management Module

The Lab management screen provides access to the database on the Bluehill® Server where files are saved.
Files are organized by team. You can only view files that are saved to the team you used to access Bluehill
Central.

The folder structure for the team displays on the left. Select a folder to display its contents in the center
component. Select a sub-folder or file in the center component to preview its details in the right component.
You must have the appropriate permissions to manage the folders or files. The icons that display are based
on the permissions granted to you for this team.

Upload file

Specific o the team
the user is logged
into

Create new folder

MethodABC

File structure, View revision

default folders history and

shown download files

Lab Management

From this screen you can manage the files for the team as follows:

Create a new folder

Upload files to the team database
Download a file to a local computer
Edit the attributes for a file

View the revision history of a file

Move a file within the team database
Remove a file from the team database
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Traceability Module

Traceability is an optional feature that is only available if the Traceability module is enabled for the team.
Traceability tracks activity on all systems connected to the Bluehill® Server.

The Traceability feature has two components:

¢ An audit trail database that maintains a history documenting the changes, actions, and reviews
done by the team.

e Signature requirements to document who has performed an action or changed a file. Signature
requirements can also be used as a review process to ensure any changes to a file are reviewed
and validated.

Traceability works in conjunction with the system security to provide the following advantages:

e User access is limited by security permissions.

e Track changes made to the method, sample, report template and PDF files by requiring the
individual to acknowledge the changes with an electronic sighature.

e Prevent the use of method, sample, and report templates until the changes have been reviewed
and accepted by a secondary reviewer, and tertiary reviewer if required. Reviewers can accept or
reject the changes.

e Maintain a history of changes, actions, and reviews done in the system, which is saved to a
database.
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Traceability Reviews

The Traceability > Reviews screen is where pending reviews for the team are maintained. Any revisions that
require a review are managed here.

The review requirements are defined by the signature settings specified on the Team > Traceability screen
in the Settings module of Bluehill® Central.

The table on the left is a summary of all the pending revisions awaiting review. The information on the right
provides the details regarding the highlighted row in the table.

The table can be filtered using the following options:

Filter Description

My to review The table shows only the pending reviews that are assigned to your
review group.

For example, if you are included in the review group assigned to
Secondary signature under methods, you will only see method revisions
that are pending a secondary signature.

An individual can only sign a file once. If you are the primary signature,
you cannot also sign as the secondary or tertiary reviewer. If you are in
the secondary or tertiary review group, you will not see any pending
reviews for which you previously signed as the primary signature.

My reviewed The table shows only the reviews that you have completed and either
accepted or rejected.

All to review The table shows all revisions that are pending either a secondary review
or a tertiary review.

My changes: pending review The table shows only the revisions that you have submitted for review
and are still pending.

All team members have access to the Traceability module to view the status of pending revisions.
However, a member must be included in the appropriate review group to approve or reject pending
revisions. To view a summary of your permissions, including your Traceability review group assignment,
return to the Home screen and select your user name in the lower left corner.

When the review is accepted or rejected, the system sends the review information to the audit trail
database. If the Traceability notifications feature is enabled for your team, the system will also send an
email to the appropriate team members advising of the change in status.

After all reviews are approved, the file is available for testing.
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F¥4 Bluehil” Central

ﬁ E Reviews Audit trail

Traceability reviews Filter

to
Date. User Full name Content type File name Deserip MOdify Methods
»| 2/15/2022 3:32:20 PM PRODENG Metheds PRODUCTION!Templates\TensProfiler.im_teyelic A Tuesda | PM - PRODENG : Tension TestProfile
Details
Action Affected item  New value Previous value

v Tu ebruary 15, 2022 R - PRODENG - update

Value 1 Absolute ramp | 25.00 mm/min 50.00 mm/min
modified 1: Rate

Value 1 Absolute ramp | 15.00 % 5.00 %
modified 1: End of ramp
value

Value 2 Hold 2:
modified Duration

Number of entries: 1 Reject Approve

Traceability Reviews
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Audit Trail

The Traceability > Audit Trail screen provides access to the audit trail database. All team members have
access to this screen and can search the database using filters.

Traceability creates an audit trail that provides a chronological record of activity made to your test methods
and sample files. Most activities completed in the software are saved to an audit trail database with a date
and time stamp. Documenting the sequence of activities ensures that your testing processes remain
consistent and reliable over time, thus maintaining a high level of data integrity.

Use the following controls to customize the table of entries:

Button name Function
Refresh Refresh the table of entries.
Show entry Show or hide the section that displays the details of the entry

highlighted in the table.

Find Searches the audit trail database to find a specific word or
phrase. A Find field displays above the table of database
entries.

The software highlights the word or phrase everywhere it is
found in the table.

Show/hide columns | Customizes the table to show or hide columns as desired.
Your selections will be saved for this team. When you visit the

audit trail for this team, the table will display the same way you
last customized it.

< o Wi

Print Prints the current page of entries. One page can have up to
100 entries.

h

If there are multiple pages in the table, you must print each
page to print all the entries.
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Button name

Filter

Product Support: www.instron.com

Function

Filter the audit trail database to show only the entries that
satisfy the filter selections.

Filters include:

Date: shows only the database entries that were completed
within the specified date range.

Entry type: select any combination of actions. The table
displays all database entries classified as the selected entry

type.

User: enter a name (user name, first name or last name) to
show only the database entries that were completed by that
user.

Entering a name in the User field will filter the database based
on either the User column or Full name column.

Application: shows only the database entries that include the
specified application used when the activity occurred (e.g.
Bluehill Universal or Bluehill Central).

File name: shows only the database entries that include the
specified text in the File name column.

System ID: shows only the database entries that include the
specified text in the System ID column. The system ID
identifies the serial number of the testing frame used when the
activity occurred.

Device name: shows only the database entries that include the
specified text identifying the computer, or other device, used
when the activity occurred (e.g. an individual’s computer or a
computer connected to a testing system in the lab).

Comment: shows only the database entries that include the
specified text in the Comment column.
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EFT Bluehill® Central X
ﬁ Reviews Ia Audit trail o

Applied filter: Date: All dates Entry type: All

Eniry type Date User Full name Content type File name Create Methods

Login 11/20/2021 11:24:31 AM PRODOP 4 Saturday, November 2021 11:15 PRODENG : Tension method s/
Logout 11/202021 11:23:38 AM  PRODENG Details

PRODUCTIONITemplates. i Affected item New value Previous value
/2062021 11:18:45 AM UNSTREN PRODUCTION M

vision 1: PRODENG - new t|
Login 1172072021 11:17 47 AM
Test: Rate 1 50.00 mm/min 0.00 mm/min

Logout 172002021 11:17:36 AM PRODENG modified

Value End of test: 25.00 % 40.00 %
Login 114202021 11:16:37 AM PRODENG modified Sensitivity 1

Item added Calculations: Tensile strength

Logout 117202021 11:16:26 AM  LABMAN Tensile strength

PRODUGTION Templates Item added Results Table 1. |User

11/20/2021 11:15:20AM  PRODENG Methods UNSTRON. PROBUETION M User

Item added Results Table 1: | Force at Tensile
Force at Tensile | strength
strength

Unit modified | Results Table 1:  |N
Number of entries: 136 Force at Tensile
strength

11/20:2021 1:10:11 AM PRODENG

Traceability Audit Trail
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Displaying Dates and Times

Dates and times are used in several different ways. The following table describes the various types of
date/time values and how the software displays these values with respect to world time zones.

The format for most date/time values is based on the Microsoft Windows regional settings.

Type of date/time value Display

The software saves the date/time

values and then converts the

values to the time zone of the

software responsible for restoring
Saved and displaying the values.

The software saves the date/time
value in the time zone of the
software responsible for the

Fixed action. Once the values are saved,
they are never changed to another
time zone.

Product Support: www.instron.com

Examples

Revision history, audit log entries.

An operator saves a sample in New
York on 15 May at 1 pm. From
London, the sample displays the
saved date information as 15 May at
6 pm. From Beijing, the sample
displays the saved date information
as 16 May at 1 am.

Traceability signatures.

The manager reviews and approves a
sample on 15 May at 1 pm in New
York. From London, the audit trail
displays the approval as 15 May at 1
pm.
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Traceability Signature Requirements

The Traceability screen is located on the Team tab in the Settings module. It displays the signhature
requirements for the currently active team. A member of the team with Configure Traceability permission
can edit these settings.

When signatures are required, the system requests the user name and password when any changes are
saved. This information is recorded and saved to the audit trail database to maintain a history of changes,
actions, and reviews done in the system.

Signature options include:

Signature option Description

No signature required The system does not require a signature when a file is changed and no
further review is required.

Requires the signature of the person that changed the file. This is the
primary signature and acknowledges that the person editing the file has
completed their work. The signature is required upon saving the file.
Primary signhatures provide a summary of the changes made, the date

One signature and time the changes are saved, and identifies the person that saved the
file.

For the PDF report, the sighature identifies the individual that finished the
sample and generated the PDF report.

Requires a secondary signature that acknowledges the changes have
been reviewed by an individual from the review group assigned to

Two signatures Secondary sighature. Secondary signatures provide a date and time when
the changes are approved and identifies the reviewer.

Requires a tertiary signhature that acknowledges another level of review

by an individual from the review group assigned to Tertiary signature.

Tertiary signatures provide a date and time when the changes are
Three sighatures approved and identifies the reviewer.

Enable Enforce signature order to require the secondary signature must
occur before the tertiary signature.
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The files that may require a signature approval include:

File Type Description

The report template defines the information included in the sample
report and the layout of the report.

The system tracks the changes made to the report template on the
Report tab.

Report template
A method file includes a link to the report template that is specified in
the method. If changes to the report template are pending a secondary
or tertiary review, neither the method or the report template can be used
for testing until the report review is complete.

A method is a set of defined parameters that the system uses to
perform a test, analyze the test data and produce calculated results.

The system tracks the changes made to the method parameters on the
Method file Method tab.

If changes to a method are pending a secondary or tertiary review, then
the method cannot be used for testing until the review is complete.

A sample file includes the test parameters that were used to test the
specimens in a sample and contains all of the test data for each tested
specimen.

The system requires a primary signature every time the sample is saved
and also when it is finished. This signature tracks:
Sample file
the tested specimens.
changes made to the tested specimens on the Test tab.
changes to the method parameters
changes to the report parameters

Upon finishing a sample, the system automatically generates a PDF of
PDF report the report, as defined by the report template. The individual that finishes
the sample is also documented as the author of the PDF report.

After a primary signature is completed, the system sends the revision information to the audit trail
database. If a review is required, the system issues a review task accordingly and a team member
included in the appropriate review group must review the changes to the file. The file cannot be used by
other team members until the review is complete.
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£ Bluehil® Central

ﬁ ,‘D Team
a

Team Information

Signatures
Report templates.
Methods:

Secondary signature:

Tertiary signature:

Enforce signature order
Samples

PDF file:

Options
Require a comment when submitting or approving a
document:

Cancel

13¢

Central

ture required

natures

Group C reviewer

Traceability Signatures

1. One signature:
The primary signature identifying the team member that made changes
a file and provides a summary of the changes made.

2. Two signatures:

Requires a secondary signature acknowledging the changes have been
reviewed by a member from the secondary review group

3. Three signatures:
Requires a tertiary signature acknowledging another level of review by i

member from the tertiary review group.

(Vi e e sl e e ek G s
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Security Permissions

The Security > Permissions screen is located on the Team tab in the Settings module. It displays the
security permissions for the currently active team.

A member of the team with “Configure the team” permission can edit these settings. In Bluehill security,
the Team administrator has the Configure the team permission to edit the team settings.

In Bluehill® security, each permission is available to an individual and is either enabled or disabled. When a
permission is enabled, the individual has access to that area of the application and is able to edit those
settings. When disabled, the application disables the edit button on that screen.

In Active Directory, each permission is assigned to a group. An individual must be included in the group to
be authorized to edit that area of the application.

Central

Settings

- Edit the team permissions
Permissions

-
-
-
-
-
-
-
-
-
-
-
-
-

Security Permissions (Active Directory Security)
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Permissions for Bluehill Central

Bluehill Central includes the following permissions:

Permission Description

User type Applies to Bluehill security only.

The type of user determines the level of access to the Bluehill Central
application.

Login Allows access to the Bluehill Central application by logging in with proper
login credentials.

Configure the team This individual is responsible for creating user profiles and
adding/removing team members as hecessary.

Allows access to the Bluehill Central application as follows:

o Settings module to edit:
o the team name and the modules for the team.
o the security settings, including member permissions.
o email notifications for the team.

o System administration to add additional teams, remove teams
from the server, edit the identification information in a user
profile and remove a user profile from the server.

Note: If the Traceability module is enabled, it is recommended

that the Team administrator also have the Configure Traceability
permission.
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Permissions for Lab Management

The Lab Management module includes the following permissions:

Permission Description

Manage files and folders | Allows a team member to manage files on the team database in the
following ways:

upload files to the team database in Bluehill Central.
download files to a local device.

edit the attributes for a file.

move a file within the team database.

If a team member does not have this permission, the associated
icons for the above actions do not display in the Lab Management
module.

Remove files and folders | Allows a team member to remove files and folders from the team
database.

If a team member does not have this permission, the E icon does
not display in the Lab Management module.

Product Support: www.instron.com 141


http://www.instron.com/

Permissions for Traceability

Traceability includes the following permissions and review groups:

Permission

View audit trail

Configure
Traceability

Group A reviewer
Group B reviewer

Group C reviewer

14z

Description
Provides access to the Audit Trail section under Traceability.
If a team member does not have this permission, the Audit trail tab does
not display in the Traceability module.
This permission allows an individual to edit the signature requirements

for Traceability reviews.

A team member with this permission can edit the sighature requirements
in the Settings module of the Bluehill Central application. The signature
requirements define the review process for Bluehill Universal files.

Assign an individual to a review group, or multiple review groups, for
Traceability reviews. When one of these groups is assigned to review a
file, anyone included in the assigned group may complete the review.
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Permissions for Bluehill Universal

Bluehill Universal includes the following permissions:

Permission

User type

Login

Test specimens

Change a tested specimen

Delete a tested specimen

Exclude a tested specimen

Change workspace properties

Description

Applies to Bluehill security only.

The type of user determines the level of access to the Bluehill
Universal software.

Allows access to the Bluehill Universal software by logging in
with proper login credentials.

Allows access to the Test tab to set up and test specimens.

In Bluehill security, all users have access to the Test tab.

Allows a user to change values for tested specimens.

For example, when enabled, the user can change the
dimensions shown in the Operator Inputs area after a specimen
is tested and recalculate the results.

Alternatively, to protect the system from obvious bad entries,
such as entering 250mm instead of 25mm, you can assign
bounds to these parameters that prevent operators from
entering values outside the specified range.

Allows a user to delete specimens from a sample.

When a specimen is deleted, its data is erased from the test
data file and it cannot be recovered. Specimens in the sample
are renumbered. This may not be desirable if you need to
comply with certain standards.

Allows a user to exclude a specimen from the statistics for the
sample. Excluding a specimen only removes the specimen from
the statistics. The specimen can be included again if necessary.

4
Enables the properties icon, , on the Test tab components
to edit the settings for the test workspace. Note that this button
provides limited access to the method tab settings (e.g. graph,
result columns, and web camera settings).
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Permission

Override sample location

Discard the sample

Overwrite an existing

sample via Save As

Analyze samples

144

Description

Allows a user to browse to a different folder when using “save as” to
save the sample in a different folder.

A user not authorized for this task can save the sample under a
different name using “save as” but the user cannot browse to a
different folder.

If users will be prevented from changing the sample location, it is
important that the method specifies a default folder. Go to Exports >
File Settings on the Method tab to specify a default folder. This
ensures that all samples using this method are saved to the same
folder. If no default folder is specified, the sample will be saved to
the folder used for the previous sample. If it is not the correct folder
for the current sample, an unauthorized user cannot change the
folder.

Allows a user to close the Test tab without saving a sample that was
not previously finished or saved. The user can either close the
software or return to the home screen without saving the sample.
Discarding a sample permanently deletes all changes made since
the sample was last saved. These changes cannot be recovered.

A user not authorized for this task must save the sample to close the
Test tab.

Allows a user to save the currently open sample with the Save As
option and enter a previously used sample name. This option
overwrites the previously saved sample. The contents from previous
sample cannot be recovered.

A user that does not have this permission must use the Save option
to save an existing sample with the original file name. When this
user selects the Save As option, the user must create a unique file
name that has not been previously used, thus protecting all
previously saved samples.

The Analysis tab is an optional feature in the software that is only
available if purchased.

Allows access to the Analysis tab in the software. This tab lets a user
replay an existing sample with limited parameters from a different
method.

When a user has access to the Analysis tab, carefully consider
authorizing permission to overwrite an existing sample. If both
permissions are authorized, the user can save a replayed sample
and thus overwrite the original sample. If Overwrite an existing
sample via Save As is not allowed, the software prompts the user for
a new sample name.
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Permission Description

Edit methods Allows access to the Method tab to edit parameters in a method file.

In Bluehill security, only an Administrator or Manager can access the

Method tab.
Configure the system Allows access to the following sections on the Admin tab:
e Configuration
o Preferences
e Bluehill Central
o TrendTracker Database

An authorized user can:

e change the configuration of the frame, including Operator

Protection settings

edit transducer configurations

configure the TrendTracker database, if purchased

configure email and Instron® Connect

customize the default units the system uses for new

methods.

e connect and disconnect the testing system from Bluehill
Central.

In Bluehill security, only an Administrator can access these sections
of the Admin tab.

Configure security Allows access to the Security section of the Admin tab. An
authorized user can enable or disable security, add or remove users,
and change permissions.

In Bluehill security, only an Administrator can access the Security
section.
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Types of Users for Bluehill® Security

In the Bluehill Central and Bluehill Universal modules, permissions are organized into general user types.
Each type of user presets the permissions to provide varying levels of access to the associated software.
The permissions in each module can be further customized if necessary. However, some permissions are

locked and can only be changed by changing the User type. These permissions are grayed.

Bluehill Central

Bluehill Central has the following user types:

User type

Team administrator

Restricted user

Not allowed

14¢€

Description
The Team administrator in Bluehill Central manages the security feature and
user profiles for the team.

This user type enables the Configure the team permission providing access to
the Bluehill Central application as follows:

e Settings module to edit:
o the team name and the modules for the team.
o the security settings, including member permissions.
o email notifications for the team.

This individual is responsible for creating user profiles and adding/removing
team members as necessary.

If the Traceability module is enabled, it is recommended that the Team
administrator also have the Configure Traceability permission.

e System administration to add additional teams, remove teams from
the server, edit the identification information in a user profile and
remove a user profile from the server.

Disables the Configure the team permission.

A team member with this classification:

e can view the Settings section of Bluehill Central, but cannot edit any
settings.

e cannot view the System administration section of Bluehill Central.

Disables the Login permission.

A team member with this classification cannot access the Bluehill Central
application.
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Bluehill Universal

The testing software has three types of users and each type has varying levels of access to the software:

Administrator Manager Operator
Test tab Full access Full access Full access
Analysis tab Full access Full access Full access
Method tab Full access Full access No access
Report tab Full access Full access No access
Admin tab Full access Limited access to: Limited access to:
e  Security - User e  Security - User
information information
e Traceability o Traceability
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Edit Permissions for a Bluehill® Security Team Member

This task requires the “Configure the team” permission.

In Bluehill® security, the Team administrator has the Configure the team permission to edit the team
settings.

1. The team administrator must log into the Bluehill Central viewer application using the credentials for
the team that requires the changes.

2. Select Settings on the Home screen.
3. Select the Team tab.

4. Select Security > Permissions.

5. Press the Edit button.

6. Select the team member.

7. Edit the User type (if needed) for Bluehill Central and Bluehill Universal, and then customize the security
permissions as required for this team member.

8. If required, edit the Traceability reviewer group, or groups, for this team member.
9. Select Review.

10. Review the changes made under Pending changes.

11. Enter a comment, if required, and enter your team credentials.

12. Press Save to save the changes.

The changes are saved to the team database. The changes, and the team member making the changes,
are documented on the team’s audit trail.
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Edit Permissions for Active Directory Team Members

To edit the settings in an Active Directory team, you must be a team member and included in the group
assigned to Configure the team under the Bluehill Central module.

1. Log into the Bluehill Central viewer application using the credentials for the team that requires the
changes.

2. Select Settings on the Home screen.

3. Select the Team tab.

4. Select Security > Permissions.

5. Press the Edit button.

6. Edit the Active Directory groups assigned to the permissions in each module.
7. Select Review.

8. Review the changes made under Pending changes.

9. Enter a comment, if required, and enter your team credentials.

10. Press Save to save the changes.

The changes are saved to the team database. The changes, and the team member making the changes,
are documented on the team’s audit trail.
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TrendTracker Module

TrendTracker is an optional feature that is only available if the TrendTracker module is enabled.

TrendTracker provides the ability to store specimen information from multiple Bluehill samples in a
database, thus allowing you to perform statistical analysis across specimens from multiple samples with
one search.

A connection establishes a link to a TrendTracker database that allows the software to communicate with
the database. The Bluehill software requires a connection in order to export sample information to the
database. The TrendTracker software, requires a connection in order to search the database and analyze
the records that meet the specified search criteria.

The TrendTracker module is where you search a TrendTracker database and then analyze the specimen
records by grouping, sorting and performing statistical analysis.

The Database connection field contains every database connection created for the team from the Settings
module. Select one of these connections to specify the database you want to search. The screen then
updates to show all TrendTracker searches previously saved to the selected database.

A TrendTracker search includes all the search criteria required to find specimen records in the database,
along with the settings for a customized table to display the specimen records. TrendTracker searches are
available to all members of the team.

To find a specific TrendTracker search, you can:

e Select Search name in the Sort by field to list the searches in alphabetical order.

e Select Modified date in the Sort by field to list the searches by the last modified date. The searches
are listed by the most recent modified date in descending order.

e Enter text in the Filter by field to display only the TrendTracker searches that contain the filter text.

You can select a previously saved TrendTracker search or select New search to advance to the next screen
where you set the search criteria and view the search results.

15C M18-17147-EN



=4 Bluehill® Central

®

Lab Management Traceability TrendTracker

Manage files for the team. View the team's audit trail and Analyze results across multiple samples
electronically sign documents under saved to the TrendTracker database.
review.

Bluehill Central

& LABMAN - PRODUCTION Powered by Bluehill
Logout

¥, hill® Central

ﬁ Search
Select or create a search template.

TrendTracker search templates

Database connection

Create new search template

Run saved search templates

Bluehill Central TrendTracker home page
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TrendTracker Database Connections

The TrendTracker screen is located on the Team tab in the Settings module and displays the TrendTracker
database connections for the currently active team.

TrendTracker is an optional feature that is only available if the TrendTracker module is enabled for the
team.

A member must have Configure the team permission to edit the team settings.

Overview

TrendTracker provides the ability to store specimen information from multiple Bluehill samples in a
database, thus allowing you to perform statistical analysis across specimens from multiple samples with

one search.

The TrendTracker database can be located on a network SQL server, managed by your IT department, or it
can be located on an individual computer that is connected to the company network.

The TrendTracker module in Bluehill Central includes features that enable you to further analyze the data or
export the data to a spreadsheet.

Connections

A connection establishes a link to a TrendTracker database that allows Bluehill Universal and Bluehill
Central software to communicate with the database.

[Note:] Bluehill 3 connections are also supported.
The Bluehill software requires a connection in order to export sample information to the database. The
Bluehill Central TrendTracker module requires a connection in order to search the database and analyze

the records that meet the specified search criteria.

TrendTracker connections are created and managed in Bluehill Central but are also available from the
Bluehill Universal software. These connections are available to all team members.
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£ Bluehill® Central

@

Lab Management Traceability TrendTracker Settings

Manage files for the team. View the team's audiit trail and Analyze results across multiple samples Manage settings for the team.
electronically sign documents under saved to the TrendTracker database.
review.

Bluehill Central

LABMAN - PRODUCTION Powered by Bluehil

Q System administration
Logout

Team information

TrendTracker connections TrendTracker connections

Connection settings

+ Add connection
Connection name: db_TrendTracker_Production

(local)\CENTRAL Authentication type Windows authenti
db._TrendTracker

:: db_TrendTracker_Pro... Server name: (local \CENTRAL

Database name: db_TrendTracker
db_TT TestLab?
NTRAL Default connection:
A connection establishes communication between an application and a
TrendTracker database, where specimen information is stored.
The connection settings are saved with the team.

The default connection is used when no specific connection is defined in
a method

Delete

TrendTracker Connections page in Bluehill Central
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Biuehill Universal Demonstration mode

Displacement [mm] Force [kN]

.0000
ﬁ ® Admin

Configure the components of the system and set system preferences

— N a)
Configuration Preferences Bluehill Central Traceability TrendTracker
TrendTracker Connections - q

View connections

0 Settings are managed from the team in Bluehill Central.

(local)\BLUEHILLCENTRAL
db_TRENDTRACKER

"~ |db 1T PRODUCTION'| Connection settings
)

Connection name: db_TT_PRODUCTION

db Metals Server name: (local\BLUEHILLCENTRAL
E l “‘;“i,'.!lﬂ%s“ EHILLGENTRAL Authentication type: Windows authentication
Dastasename do_TRENDTRACKER ATrendTracker connection establishes communication between the software and

a database, where specimen information is stored
Default connection:

Batch export

Export specimen information from multiple sample files.

Export

LABMAN - PRODUCTION | Demo | Notesttype | Sample: Closed | Method: Closed | Report: |

TrendTracker Connections page in Bluehill Universal

%4 Instron Bluehill

m"usrnun-

Extension [mm] Load [N]
.00000 .00000 { H

Configure the TrendTracker database settings
Databaze 2 lnk between th 3 information to the database specfied by the connection.

Database connections
Avallable connections

. db_TrendTracker (defauit) db_Trendracker

[E] confiouration db_TT_TestLab2 Connection name: db_TrendTracker

- Server name: (local)\CENTRAL
Database name: db_TrendTracker
Authentication type: Windows authentication

& This is the default connection

Connection status

E
Add connection. .. —
¥ ) ‘

= connected.
H Remave cannection °
X

Batch export

Batch export
Export specimen information from multiple sample files.

INSTRON | Demo | Mo test type | Samsle: Closed | Method: Closed | Report: Closed

TrendTracker Connections page in Bluehill 3

154 M18-17147-EN



A connection between the software and database requires the following information:

Connection name: A unique name that identifies the TrendTracker database.

When interacting with TrendTracker, you must select a connection to a specific database. It is
helpful to include the name of the SQL server and the database in the connection name to ensure
that all users connect to the correct database.

Server name: The SQL server that hosts the TrendTracker database.

When adding a connection, this drop-down list will include:
o all SQL server instances connected to the network.
o all local SQL instances displayed as: (local)\<instance name>.

Authentication type: Identifies the type of authentication the SQL server requires for access to the
database.

[note]: SQL authentication requires an SQL login and password. The person that created the
database will have this information.

Database name: The database for this connection.

When adding a connection, the list includes all databases located on the SQL server selected in
the Server name field.

If the team will use multiple databases to store sample information, it will be helpful to use
names that differentiate each database and identify the information that should be saved to each
database. Then using the database name in the connection name will facilitate team members to
select the appropriate connection for the type of testing or analysis they will be doing.

For example, if your testing involves different test types, such as tension testing and metals
testing, you can create separate databases for each test type. Each tension method can be set to
export sample information to the tension database, while metals methods can be set to export
sample information to the metals database.

Default connection: The default database connection is identified by a green check mark.

The default connection is the primary connection. The software uses the default connection when
no specific connection is defined. In the Bluehill software, if no specific connection is defined in a
method, the software automatically sends the specimen information to the database identified as
the default connection on the Database screen on the Admin tab.

In the TrendTracker module, the default connection is the primary connection for the team. The
default connection always displays in the Database name field unless it is manually changed
when editing a connection.
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Creating Additional Databases

To add additional databases to an existing SQL Server launch Bluehill Central then navigate to Settings >
Team tab > TrendTracker.

Select Add Connection button then complete required fields.
Set Database field to “(+) Create new database” then enter name for the new database.

£33 Bluehill® Central

ﬁ "3 Team Central

Team information

TrendTracker connections
Connection settings

+ Add connection
Connection name: db_TrendTracker_Production
Se e (local \CENTRAL
db_TrendTracker_Pro... Semermme (looal
{local) CENTRAL Authentication type Windows authentication

db_TrendTracker
Database name: db_TrendTracker

Default connection
A connection establishes communication between an application and a

TrendTracker database, where specimen information is stored.
The connection settings are saved with the team.

The default connection is used when no specific connection is defined in
a method.

B Bluchill® Central

ﬁ "5 Team Central

Team Information Traceability

TrendTracker connections

db_TT TestLab2
& (lo TRAL
db_TT_TestLab2

Connection settings

Connection name:
Server name:

Authentication type:
Create a connection name that uniquely identifies the database. This
D . connection will be available to all members of the team.
atabase.
Select the server and the type of authentication to view the available

Database name databases.

If SQL authentication is required, you must enter the SQL login and
Default connection password. Contact your Server administrator for assistance.

The default connection is used when no specific connection is defined in
a method

Cancel
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Enable Database Export in Test Method

To enable database export, open the test method then navigate to
Exports > TrendTracker. Select the database connection and enable elements you want exported.

3-8 5iuenin universal Demonstration mode O X

0000 0000 H

ﬁ Bl Method = (=) < @
iy | I H E ¥ H | B o

General Sample Specimen Measurements Calculations Test Control Console Workspace Exports Workfiow

File Settings Edit the export settings for TrendTracker. If enabled, the system exports the selected items to a database
Edit resulls table 1, resuils iable 2, and report method parameters
Reports
Export specimen information to the database

TrendTracker

Database connection name: db_TT_PRODUCTION
Export 1

Results table 1
Export 2

Results table 2

Method parameters:

LABMAN - PRODUCTION | Demo | Tension | Sample: Closed | Method: Tension Method Training® | Report: Report - All ltems |

Database Export page in Bluehill Universal

4 SF048 3 Cycle_3rd Hold 10mins _* - Instron Bluehill *

P dnstrone [ mencarons. 0000 2 8 B (@ &

# Bluehill P "2, Method /g Report

a

e oo I
7]

21 General Edit the export settings for TrendTracker
1f enabied, the system exports the selected items to a database that provides data analysis across multiple samples.
1l sample

1T specimen & Export inf jon to the

[L, Measurements Database connection name: [db_TrendTracker -]

a Use the default database connection
Results table 1 _
db_TT_Testlab2

[ Results table 2

[ Defaults table

H] workspace

B exvorts
File Settings
Reports

°

Export Results
Export Raw Data
Defaults Table

Prompted Test

INSTRON | Demo | Tension TestProfiler = Sample: Closed | Method: SF048 3 Cycle_3rd Hold 10mins ...* | Report: Report - All ltems

Database Export page in Bluehill 3

Product Support: www.instron.com 157


http://www.instron.com/

Search Criteria Screen

Upon creating a new TrendTracker search, or selecting an existing search, the TrendTracker module
displays the Search criteria screen. For a new search, this is where you specify the criteria for searching the
database selected in the Database connection field on the previous screen.

When you select an existing TrendTracker search, the software searches the database selected in the
Database connection field and then displays the search results, based on the saved settings. The search
criteria and display settings can be changed as necessary.

£34 8luehill® central

ﬂ & PlasticsTTDemo™

¥ Search criteria
And/Or (  Field Operator

Sample name Lasttest date Operator Tensile Modulus [MPa]  Utlimate Tensile Strength [MPa]  Strain @ Tensile Strength [%]

Plastics Demo PlasticsTTDemo 112112016 Wexico Gity, Mexico 8740.00

Plastics Demo PlasticsTTDemo 112112016 Wexico City, Mexico 845000

Plastice Demo PlasticsTTDemo 112112016 Wexico City, Mexico 7760.00

Plastics Demo PlasticsTTDemo 112112016 Mexico City, Mexico 8430.00

Plastics Demo PlasticsTTDemo 112112016 Wexico Gity, Mexico 7690.00

+
4

Plastics Demo PlasticsTTDemo 112112016 Wexico City, Mexico 8170.00

Plastice Demo PlasticsTTDemo 112112016 Wexico City, Mexico 7690.00

X

Plastics Demo PlasticsTTDemo 112112016 Phoenix, United States 2490.00

Plastics Demo PlasticsTTDemo 112112016 Phoenix, United States 10620.00

Plastics Demo PlasticsTTDemo 112112016 Phoenix, United States 10680.00

[

Plastics Demo PlasticsTTDemo 112112016 Phoenix, United States 102,10

Plastics Demo PlasticsTTDemo 112112016 Phoenix, United States 10470.00

R

Plastics Demo PlasticsTTDemo 112112016 Phoenix, United States 10250.00

Plastics Demo PlasticsTTDemo 112112016 Phoenix, United States 9310.00

Plastics Demo PlasticsTTDemo 112112016 Phoenix, United States 9400.00

R

Plastics Demo PlasticsTTDemo 112112016 Phoenix, United States 10580.00

Plastics Demo PlasticsTTDemo 112112016 Phoenix, United States 9510.00

LABMAN | PRODUCTION | 1.13.30093 db_TT_PRODUCTION | Records found: 150

Search Criteria
Search Criteria

Each option in the Field represents a result or specimen parameter from a Bluehill sample file that was
exported to the database.

Each field is classified into a data category, which determines the type of operators and valid values that
are available.

Search Records Table
When you run a query, TrendTracker searches the database and displays the specimen records that

satisfied the search criteria in a table format. Each row represents a specimen record and each column
represents a result or specimen parameter from a Bluehill sample file that was exported to the database.
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The data categories are summarized as follows:

Data category Available operators Valid values

Boolean equals True
not equal to False

Date/Time on Any valid date in the format of the local regional

settings.

after
before
on or after

on or before

between *
Integer equals 1e-20 to 1e20
Number does not equal Dimension values are in Sl units.
Dimension greater than

less than

greater than or equal to

less than or equal to

between *
Text equals Text is limited to a single line with up to 100
characters.
contains

does not contain
starts with

end with

* The between operator requires upper and lower boundary values. The search
includes both of the specified values.
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Search Templates

When saving a search template all charts and search criteria get saved as part of the search template. The
search template is saved to the database and can be run anytime from the TrendTracker home page.

£ Bluehill® central g3 X

ﬁ Search '+
Select or create a search template. -

TrendTracker search templates

Database cennection @, . Filter by:

Create new search template

p MaxForee

Run saved search templates

Statistical Charts

TrendTracker can generate several charts from the search records. When saving a search template all
charts and search criteria get saved as part of the search template. The search template is saved to the
database and can be run anytime from the TrendTracker home page.

Available charts include:
Individual

Group

Xbar

R chart

S chart

Xbar-R

Xbar-S

Box Plot

Histogram

Refer to the NIST/SEMATECH e-Handbook of Statistical Methods at
NIST/SEMATECH e-Handbook of Statistical Methods for detailed information and definitions for the various
statistical charts available.
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34 8luehill® central

ft

Q PlasticsTTDemo

4 Search criteria

i

RO =N+

Individual Value [MPa]

o 8

LABMAN | P

F3.8 Bluchi

#

| Chart of Tensile Modulus

MTensile Modulus  Milean+1STD  MMean-1STD  MNean ‘

Bt i A AP AR
el Y bo?

Specimen

MTensile liodulus  Miean

Specimen

Use sidebar to select chart type and settings

Central

@ PlasticsTTDemo

4 Search criteria

i

i+

W

N (B

Moving Range [MPa]

LABMAN |

Individual Value [MPa]

I Chart of Tensile Modulus

MTensile oduius  MMean+1STD  MMean-1STD  MMean

Chart title:
ICi
Chart metric:

Ter

Charttype:

Ghart sub-type:

Run chart

Mean

Upper and lower acceptance limits
Upper control limit (UCL)

Lower control fimit (LCL)

Standard deviation (SD) lines
Mean + STD:

Mean +

Moving range chart

AR AR pBca o af AR

N \XL:R aPon A

e

Specimen

MTensile Modulus  MMean

Specimen

PRODUGTION | 1

Individual Chart
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B4 Bluehill® Central
ﬁ @ PlasticsTTDemo
~ Search criteria

Xbar chart of Tensile Modulus

WTensile Modulus M iean

+
4

R

R

WMean [MPa]

X

IAN | PRODUCTION | 1.1

db_TT_PRODUCTION | R

Xbar Chart

B34 Bluehill® Central
# & PlasticsTTDemo
4 Search criteria

@ Box plot of Tensile Modulus

WTensile Modulus:

IR+

Box plot [MPa]

N

LABMAN | PRODUCTION | 1.13.30093

db_TT_PRODUCTION | Recor

Box Plot Chart
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F®.8 Bluchill® Central
# @ PlasticsTTDemo
- Search criteria

@ Histogram of Tensile Modulus

Tensile Modulus  MINormal Distrioution  MiMean+1STD  Mlean-1STD

+
%

N RN

&

[

6000
Tensile Modulus [MPa]

LABMAN | PRODUCTION | 1.13

Histogram Chart

Export Results to Excel or CSV

Search results can be exported to Excel or CSV file. Use sidebar to export.

@ PlasticsTTDemo

¥ Search criteria
And/Or (  Field Operator
X And

Show/hide

Operator Tensile Modulus [MPa] ~ Ullimate Te Column grouping

Plastics Demo 112412016 PlasticsTTDemo Jakarta, Indonesia 6520.00

Plastics Demo 112112016 PlasticsTTDemo Jakarta, Indonesia 6850.00 CrdekiE

Plastics Demo 112112016 PlasticsTTDemo Jakarta, Indonesia 6520.00 Sub statistics

Plastics Demo 112112016 PlasticsTTDemo Jakarta, Indonesia 6110.00

Plastics Demo 112112015 Plastics TTDemo Jakarta, Indonesia 682000 Statistics

[

Plastics Demo 112112016 PlasticsTTDemo Jakarta, Indonesia 6970.00 .
lean

Plastics Demo 112112016 PlasticsTTDemo Jakarta, Indonesia 6540.00

[

Plastics Demo 112112016 PlasticsTTDemo Jakarta, Indonesia 6290.00 Median

Plastics Demo 112112016 PlasticsTTDemo Jakarta, Indonesia 6330.00

- - Maximum
Plastics Demo 112112016 PlasticsTTDemo Jakarta, Indonesia 6040.00

[

Plastics Demo 112112016 PlasticsTTDemo Jakarta, Indonesia 6930.00 N

Plastics Demo 112112016 PlasticsTTDemo Jakarta, Indonesia 6980.00

[x

Plastics Demo 112142016 PlasticsTTDemo Jakarta, Indonesia 6020.00 Standard deviation

Plastics Demo 112112016 PlasticsTTDemo Jakarta, Indonesia 6200.00 \aria

Plastics Demo 112112016 PlasticsTTDemo Jakarta, Indonesia 6070.00

Plastics Demo 112112016 PlasticsTTDemo Jakarta, Indonesia 6040.00

LABMAN | PRODUCTION | 1.13 db_TT_PRODUCTION | R
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System Administration Module

System administration provides an overview of all the teams on the server. To edit the settings for a
specific team, you must have the appropriate permissions for that team. Log into Bluehill Central for a
specific team and edit the team settings in the Settings module on the Home screen.

A member of a team must have “Configure the team” permission to view this section of the application.

In Bluehill security, the Team administrator has the “Configure the team” permission.

The Teams tab in the System administration module provides access to the server to do any of the
following:

e View the configuration of each team on the server, including the members of each team.
e Add a new team to the server.

e Delete a team from the server.

ES54 Bluehill® Central

ﬁ ,‘ Teams

Teams Team - PRODUCTION Team members

¥ Team identification User name Full name
Add team

Team name: PRODUCTION

Security type Blughil
I sHcaoTEAM

Traceability:

"L INSTRON_DEMO

jord expiration interval:  Disabled
’ PRODUCTION Bluehill Central locks when Disabled
inactivity exceeds
w Traceability settings
Report templates: No signature required
Methods: Two signatures

Secondary signature Group A reviewer

'@' Remove team

System Administration
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Bluehill Server Configurator Application

Your server administrator uses the Bluehill Server Configurator application to manage and maintain the
server and associated databases for Bluehill Central.

The server administrator uses the server configurator application to manage:

the Bluehill Server

e the database associated with the server

e the licenses purchased for Bluehill Central

e email notifications from the Bluehill Central application

e security for the server configurator application

E¥4 Bluehill er Configurator

ﬁ Q Server Administration
i a2

Server Configuration

License

License management
System ID

Key code:
Purchased modules
Traceability:

Lab Management:

m are purchased
Maximum number of registered connections: uniimited a m 0

Registered Bluehill Central clients

Device Date registered
FANNINBIW10 11/19/2021

removing the

Bluehill Server Configurator
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About the Bluehill Server Configurator

The About screen in the Server Administration module provides important information for the Bluehill
Server Configurator application, the Bluehill Server, and the connection to the associated database.

§&4 Bluehill

ﬁ ﬁ Server Administration

i

er Configurator

Configurator information

System ID:

Key code:

Version:

Bluehill Server configuration
Server name:

Port:

Service 'Log on as' user:

Service status:

Database connection settings

Database server name:
Database name:
Server version:
Schema version:

Server status:

16¢€

i 5

guration c anagement

11229673

FANNINBIW10
50051
Instron\
Running

Stop the service

(local\CENTRAL
db_BluehillCentral
165004188

1.0

Connected

About menu

Database Wanagement

Bluehill Server Configurator
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Server Configuration

If security is enabled, only a user that is included in the group assigned to “Configure the system” can edit
the settings for this screen. For these users, an Edit button is available to edit the settings as necessary.

Bluehill Server configuration

This section provides the identification information for the server including:

e Server name and port for the currently connected server.
Server name identifies the computer or IP address that hosts the Bluehill Server.
Port is an integer value representing an endpoint for the communication protocol between this software
and the Bluehill Server. The default port is 50051. But your network administrator may reassign this

number.

e Service ‘Log on as’ user: The Bluehill Server runs as a Windows® Service. This user information is for the
service that runs the Bluehill Server.

This user must have permission to read and write to the database and file system. These permissions
are managed by your server administrator in the IT department.

If a team is configured with Active Directory security, this user must be a member of the same Active
Directory domain and have read permissions on the domain.

e Service status: Identifies the status of the server.

Database connection settings

This section provides the connection information that allows the Bluehill Server to communicate with the
server and database for Bluehill Central:

o Database server name: ldentifies the server that hosts the database.

o Database name: Identifies the database that stores information for Bluehill Central.
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X4 Bluehill® Server Con

ﬁ ﬁ Server Administration

a2

Bluehill Server configuration

Server name: FANNINB
Port:

Service 'Log on as' user In
Domain: Instron

Service 'Log on as' password: .
Service status:

Database connection settings
Database server name:

Database name:

2) Enter the D:
user running Bl

Use the Review button to review y
I

Cancel

Server Configuration menu
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License Management

If security is enabled, only a user that is included in the group assigned to “Configure the system” can edit
the settings for this screen. For these users, an Edit button is available to edit the settings as necessary.

The system ID and key code identify the license that was purchased and also identifies:

e the modules included in the license.

e the maximum number of server connections available under the license.

F=4 Blue er Configurator

ﬂ» Q Server Administration

Server Configuration Database Management

License

License management
System 1D

Key code:

Purchased modules
Traceability:

Lab Management:

Maximum number of registered connections: Unlimited

5 q A Ifad
Registered Bluehill Central clients e
Device Date registered

FANNINBIW10 11/19/2021

License Management menu
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Remove a Registered Client from Bluehill Central

If security is enabled, you must be included in the group assigned to “Configure the system” to perform this
task. Refer to Security to review the permissions.

Open the Bluehill Server Configurator application.

Select License Management on the Server Administration tab.
Press the Edit button.

Find the device name and press the associated Remove button.
Select Review.

Review the changes made under Pending changes.

Press Save to save the changes.

NoopwbpE

The selected device is removed from the server and the list of registered clients is updated on the
License Management screen. A device can also be removed by having the specific device disconnect
from Bluehill Central via the viewer application.

F=4 Bluehil ver Configurator

ﬁ Q Server Administration

(L8 =
—

About Server Configuration )a anagement

License

System ID:

License management

Key code:

Registered Bluehill Central clients

Device Date registered

FANNINBIW10 11/19/2021 Remove

If a devi the license by
removing

Review

Edit License menu
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Database Management

If security is enabled, only a user that is included in the group assighed to “Configure the system” can edit
the settings for this screen. For these users, an Edit button is available to edit the settings as necessary.

Database management provides the ability to backup and restore the database for Bluehill Central. The
backup creates a copy of the entire database for all Bluehill Central teams. The backup copy is saved to the
SQL server backup location. The Bluehill Server Configurator application includes a time stamp identifying
when the backup occurred.

§¥4 Bluehill® er Configurator

ﬁ Q Server Administration

About Server Configuration

Database

Database server name: (local\CENTRAL

Database name: db_BluehillCentral

Database backup
Last backup performed:

C:\Program Fi
\db_BluehillCentral._:

unt to have
Database restore e

Restore from a previous backup. Notify all clients to disconnect before initiating this process.

Restore

Database Management menu
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Create a Backup of the Bluehill Central Database

If security is enabled, you must be included in the group assigned to “Configure the system” to perform this
task. Refer to Security to review the permissions.

1. Open the Bluehill Server Configurator application.
2. Select Database Management on the Server Administration tab.
3. Select Backup.
The screen updates to show:
o database server name.
o database name.
o backup location on the database server.
4. Select the Backup button.
The screen returns to the Database management screen and shows the time stamp for the last backup
and identifies the last backup file.

Restore the Bluehill Central Database

If security is enabled, you must be included in the group assigned to “Configure the system” to perform this
task. Refer to Security to review the permissions.

CAUTION:
Notify all clients to disconnect before initiating this process.

Open the Bluehill Server Configurator application.

Select Database Management on the Server Administration tab.

Select Restore.

In the Database backup file field, enter the full path and file name of the database backup file.

In the Restore database name field, enter a new database name that does not already exist on the
database server.

Enter a comment describing the changes.

Enter your user name and password.

Select the Restore button.

ogrwbR

i

The screen returns to the Database management screen and shows the new database name under the
Database section.

Notify all clients to reconnect to the new database name.
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Email Configuration

If security is enabled, only a user that is included in the group assigned to “Configure the system” can edit
the settings for this screen. For these users, an Edit button is available to edit the settings as necessary.

Email configuration lets you connect Bluehill Central to your mail server so that Bluehill Central can send
email notifications to team members.

When the mail server parameters are configured, Bluehill Central can notify team members about the
Traceability review status of method and sample files.

The notifications are customized for each team in the Bluehill Central application. Go to the Notifications
screen located on the Team tab in the Settings module.

Configuring the email function requires the following information:

Outgoing mail server Specify the outgoing mail server. For example, when using Microsoft
Outlook, this field should contain the name of the Microsoft Exchange
Server for your email system.

Port The server port number for the outgoing mail server.

Sender’s email address | A designated email address for Bluehill Central on the mail server.

Encryption type If necessary, select the type of encryption required for sending emails.

Authentication type If necessary, select Login to specify the outgoing mail server requires an
authorized user name and password for sending emails.

Email user name A designated user name on the mail server for Bluehill Central.

Email password A password for Bluehill Central.

Use the Test settings section to verify that the mail server is configured correctly. Enter an email address
to receive a notice from Bluehill Central and press Send test email.
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Security for the Bluehill Server Configurator Application

Security will limit access to the server configurator, thus limiting who has access to the application and can
edit the server and database settings. Both types of security specify a group of users for each type of
permission.

Each type of security assigns the permissions in a different way. Refer to the topics below for more detailed
information.

If security is enabled, only a user that is included in the group assigned to Configure security can edit the
group settings for each permission. For these users, an Edit permissions button is available to edit the
assigned groups as necessary.

Active Directory Security

The Active Directory security uses the network domain that is managed by your network administrator. The
security permissions are assigned to an Active Directory group and any user that is included in that group
has those rights. The groups are created and managed by the network administrator.

Groups are assigned to each permission shown for Bluehill® Server Configurator.

Active Directory security establishes team permissions rather than individual user permissions. The Active
Directory groups are managed by your IT department. After a group is assigned to each permission, any
changes to the users included in a group is done by the network administrator. You will nheed to work with
your IT department to request changes to these groups.

Before enabling the Active Directory security, it is important to establish the groups that are required and
the users that are included in each group. Provide this information to your network administrator to
implement on the network domain. Then the security can be activated and a group assignhed to each
permission.

There are two common groups: All users and No users. These groups are not managed by the network
administrator. These groups provide a simple way of either allowing or prohibiting all users from a specific
permission.

To access any component of the Bluehill suite of products, all users must log in with the same login
credentials they use to access the company network.
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Windows® Security

The Windows security uses the local user accounts and groups provided by the Windows operating system.
In the software, the security permissions are assigned to a group and any user that is included in that group
has those rights. The user groups are created and managed via the Windows user accounts.

This type of security requires very little maintenance from within the software. After groups are assigned to
the various permissions, any changes to the users included in a group is done via the Windows control
panel, by any user included in the Administrators group.

The software includes several common groups:

e All users - By default includes all users. There is no specific group to maintain.

e No users - By default excludes all users. There is ho specific group to maintain.

e Administrators - Includes any user that is included in the Windows Administrators group.
e Users - Includes any user that is included in the Windows Users group.

The security feature can be enabled using just the common groups listed above. Additional groups can be
created to further customize the security feature, if necessary. For example, a group can be created for
each permission and then add only the users that should perform each task. It is recommended that you
work with your IT department to create the user accounts and the groups that will be assigned in the
software.

The permissions in the software are managed by the users included in the group assigned to Configure
security. For these users, an Edit button is available to edit the assigned groups as necessary.

After the security is activated, all users must log in to the software. Users log in to the software with the
login credentials assigned to their user account.
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